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PROBLEM TO BE SOLVED: To provide a charge notice mechanism which 
notifies charge corresponding to distribution and use in a digital work distribution 
and work control system. 

SOLUTION: A repository 201 is connected to a credit server 301, and the server 
301 is a device which cumulates request information to the repository 201 and 
communicates with the repository 201 through request transaction 302 to store 
request transaction. The solicit transaction is periodically notified to a solicit 
clearing house 303 by the server 301, the server 301 communicates with the 
house 303 through clearing house transaction 304 and the transaction 304 can 
safely transfer information to the house 303. 
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CLAIMS 



[Claim(s)] 

[Claim 1] It is a system for controlling the distribution and use of a digital work 
piece which have the mechanism which uses distribution and use of a digital 



work piece as the base, and notifies a tariff. Have a means to attach a royalty to 
a digital work piece, and each of said royalty specifies how a digital work piece is 
used or whether it is supplied. Each of said royalty specifies dues information 
and it has the tariff type and tariff parameter with which said dues information 
defines the tariff which should be paid about use of said royalty. It has the 
communication media for combining repositories, in order to enable the 
communication link of repositories. Have two or more repositories and it has the 
external interface which each of two or more of said repositories combines with 
said communication media dismountable. It has a storage means for memorizing 
the digital work piece which has the royalty and tariff to which it attached. It has a 
demand means to generate the demand for accessing to the digital work piece 
memorized in [ of said two or more repositories ] other repositories. A royalty 
with said special demand is shown and it has a processing means for generating 
a tariff transaction, when the royalty by which it attached to the demand to the 
digital work piece is shown, while processing the demand for accessing to the 
digital work piece memorized by said storage means. Said royalty specifies dues 
information, each of two or more of said repositories is further combined with a 
credit server dismountable, and said credit server records the tariff transaction 
from said repository. Subsequently The control system for the distribution of a 
digital work piece which has the charge-advice mechanism which consists of 



what a claim clearing house is notified for of said tariff transaction, and use. 
[Claim 2] In the system for controlling distribution and use of a digital work piece 
Are an approach for notifying the tariff corresponding to said distribution and use, 
and even a attaches the above royalty to a digital work piece. The step which 
each of said one or more royalties equips with the indicator of how a digital work 
piece is used or whether to be supplied, and the dues which should be paid to 
use of said royalty, b) The step by which said digital work piece and its one or 
more royalties to which it attached are memorized in a server repository, and 
said server repository controls access to said digital work piece, c) The step 
which receives a demand for said server repository to access from a demand 
repository to said digital work piece, d) The step from which said server 
repository discriminates the royalty corresponding to said access request, e) The 
step as which said server repository determines whether said digital work piece 
attached said identified royalty to said digital work piece, f) The step to which 
said server repository refuses access to said digital work piece when it does not 
attach to said identified royalty to said digital work piece, g) The step as which 
said server repository determines whether dues support use of said royalty when 
it attaches to said identified royalty to said digital work piece, h) The step as 
which said server repository determines a tariff type when dues support said 
royalty, i) The 1st tariff transaction from which said server repository 



discriminates said demand repository as a payment person of said royalty is 
transmitted to a credit server. The charge-advice approach corresponding to 

r 

distribution and use of a digital work piece equipped with the step for which said 
1st tariff transaction depends on said determined tariff type, and the step at 
which the j aforementioned server repository transmits said digital work piece to 
said demand repository. 



DETAILED DESCRIPTION 

[Detailed Description of the Invention] 
[0001] 

[Field of the Invention] This invention relates to the field of distribution of a digital 

coding work piece (a work, work) and royalty implementation. 

[0002] 

[Description of the Prior Art] The fundamental problem with which the publication 
(publishing) and the information industry it is considered that are electronic 
publishing are faced is to prevent [ how ] unauthorized [ of the data (data) by 



which electronic publishing was carried out ], the distribution by which billing is 
not carried out, or use. Generally the data by which electronic publishing is 
carried out are rationed by the digital format, and are re-created in the computer 
base system which has the capacity (recreate) which re-creates these data. The 
electronic publishing of all the multimedia work pieces is carried out to an audio 
and video recording, software, books, and a list. The company in these 
industries receives the loyalty to taking responsibility about the delivery of data 
like sale of the audio CD in a retail store. The distribution to which billing of the 
work piece (a work, a work, and a work are called generally) is not carried out 
will produce the loyalty which is not paid as a result (for example, copy the audio 
recording CD to other digital media). 

[0003] The work piece by which electronic publishing was carried out is 
reproduced "completely", and the simplicity which can be rationed is the main 
problems. Now, a transfer of the digital work piece which reaches the whole 
network is common sense. Thus, one network used broadly is Internet (Internet). 
The Internet is a wide range networking facility which the user of the computer in 
many universities, a company, and a government agency communicates, and 
exchanges an idea and information. CompuServe and Prodigy The computer 
notice plate formed on the Internet [ like ] and a commercial network permits 
posting of digital information, and retrieval. Dialog and LEXIS/NEXIS Data utility 



[ like ] offers the database of current information to a broad topic. Other factors 
which furthermore worsen a situation are development and expansions of Nil 
(national information infrastructure improvement policy in the U.S.). It is 
expected that a transfer of the digital work piece covering the whole network is 
repeated any number of times, and increases as Nil grows. Therefore, to use Nil 
for distribution of a digital work piece is wished, without being accompanied by 
the danger of a wide range unauthorized copy. 

[0004] The easiest approach of controlling the distribution by which billing is not 
carried out is to prevent an unauthorized copy and a transfer. Various 
safeguards are used about the existing data rationed by the digital format. In the 
case of software, a copy protection method (scheme) which deteriorates the 
object outputted when the copy number which may be created was restricted or 
a copy (duplicate) was detected has been used. Other methods will make 
software prohibition of actuation, if it passes a predetermined period. The 
technique used for the software of the workstation base requires that a hardware 
device special to running software should exist on a workstation. Please refer to 
U.S. Pat. No. 4,932,054 entitled "Method and Apparatus for Protecting Computer 
Software Utilizing Coded Filter Network in conjuntion with an Active Coded 
Hardwaabout this, for example. Generally such equipment is "dongles". It has 
the software called. 



[0005] The method of further others is rationing the software which needs the 

■ 

"key" for enabling actuation of software. This is used in a distribution method 
with which "demos" (mind of a demonstration) of software is offered on a 
medium with the whole product, demos Although it can be used freely, a key 
must be purchased in order to use an actual product. If a key is purchased first, 
these methods will not block the copy of software. 
[0006] 

[Means for Solving the Problem] In the system for control of distribution of a 
digital work piece and use, the charge-advice mechanism which notifies the tariff 
corresponding to such distribution and use is indicated. This system includes a 
means to attach a royalty to a digital work piece. The royalty concerned defines 
how a digital work piece is used by the processor of the digital work piece 
concerned, or whether it is supplied further. Dues are specified as a part of 
royalty. The capacity for notifying dues may be the conditions over use of a 
royalty. Moreover, a different tariff may be assigned to a different royalty. 
[0007] This invention makes it possible to use various dues scenarios (summary). 
A tariff is reckonable based on the base, the measuring base, or a 
predetermined schedule the whole use. A tariff is discounted by the 
predetermined schedule (discount), or only the price of a commission 
predetermined in the tariff concerned can also be raised (a part for for example, 



a distributor's commission). A charge advice may be postponed later, in order to 
adjust special dealings, rebate, or other external information that are effective 
now. 

[0008] This invention supports dues by the addition method. Dues can be 
notified to the distributor of a digital work piece as opposed to the digital work 
piece equipped with two or more individual digital work pieces with which the 
compound digital work piece, i.e., each, has the royalty of these very thing. 
Therefore, the tariff to two or more income owners can be notified. 
[0009] The notice of a royalty is performed to a credit server. A credit server 
collects tariff information and transmits the information to a claim clearing house 
periodically. Or a credit server can have the credit assigned to beforehand a 
decrement carried out as a tariff increases. In the gestalt of implementation of 
this alternative, in order to enable further use, rediscount reliance of the credit 
server must be periodically carried out in a credit. 

[0010] One mode of this invention is a system for controlling the distribution and 
use of a digital work piece which have the mechanism which uses distribution 
and use of a digital work piece as the base, and notifies a tariff. Have a means to 
attach a royalty to a digital work piece, and each of said royalty specifies how a 
digital work piece is used or whether it is supplied. Each of said royalty specifies 
dues information and it has the tariff type and tariff parameter with which said 



dues information defines the tariff which should be paid about use of said royalty. 
It has the communication media for combining repositories, in order to enable 
the communication link of repositories. Have two or more repositories and it has 
the external interface which each of two or more of said repositories combines 
with said communication media dismountable. It has a storage means for 
memorizing the digital work piece which has the royalty and tariff to which it 
attached. It has a demand means to generate the demand for accessing to the 
digital work piece memorized in [ of said two or more repositories ] other 
repositories. A royalty with said special demand is shown and it has a 
processing means for generating a tariff transaction, when the royalty by which it 
attached to the demand to the digital work piece is shown, while processing the 
demand for accessing to the digital work piece memorized by said storage 
means. Said royalty specifies dues information, each of two or more of said 
repositories is further combined with a credit server dismountable, and said 
credit server records the tariff transaction from said repository. Subsequently It is 
a control system for the distribution of a digital work piece which has the 
charge-advice mechanism which consists of what a claim clearing house is 
notified for of said tariff transaction, and use. 

[0011] In a system for other modes of this invention to control distribution and 
use of a digital work piece Are an approach for notifying the tariff corresponding 



to said distribution and use, and even a attaches the above royalty to a digital 
work piece. The step which each of said one or more royalties equips with the 
indicator of how a digital work piece is used or whether to be supplied, and the 
dues which should be paid to use of said royalty, b) The step by which said 
digital work piece and its one or more royalties to which it attached are 
memorized in a server repository, and said server repository controls access to 
said digital work piece, c) The step which receives a demand for said server 
repository to access from a demand repository to said digital work piece, d) The 
step from which said server repository discriminates the royalty corresponding to 
said access request, e) The step as which said server repository determines 
whether said digital work piece attached said identified royalty to said digital 
work piece, f) The step to which said server repository refuses access to said 
digital work piece when it does not attach to said identified royalty to said digital 
work piece, g) The step as which said server repository determines whether 
dues support use of said royalty when it attaches to said identified royalty to said 
digital work piece, h) The step as which said server repository determines a tariff 
type when dues support said royalty, i) The 1st tariff transaction from which said 
server repository discriminates said demand repository as a payment person of 
said royalty is transmitted to a credit server. It is the charge-advice approach 
corresponding to distribution and use of a digital work piece equipped with the 



step for which said 1st tariff transaction depends on said determined tariff type, 
and the step at which the j aforementioned server repository transmits said 
digital work piece to said demand repository. 
[0012] 

[Embodiment of the Invention] The system for controlling use and distribution of 
a digital work piece is indicated. It is related with this invention supporting the 
commercial transaction (dealings) containing a digital work piece. 
[0013] The vocabulary "a digital work piece", a "work piece", and the "contents" 
call all the work pieces (a work, a work, work, etc.) reduced to digital 
representation in this specification. This contains all the accompanying 
interpreters (for example, software) that may be needed in order to re-create all 
audios, video, a text or a multimedia work piece, and a work piece. The 
vocabulary "a compound work piece" calls the digital work piece which consists 
of a set of other digital work pieces. The vocabulary "a royalty" or a "right" is 
vocabulary which calls the right permitted as a distribution place of a digital work 
piece. Generally, a digital work piece may be used how or these rights define 
whether the digital work piece concerned may be rationed further. Each royalty 
has one or more assignment conditions which must be fulfilled before using a 
right. 

[0014] Although drawing 1 is omitting various details, it is a high-level flow chart 



which shows fundamental actuation of this invention. About drawing 1 , a creator 
creates a digital work piece in step 101. In step 102, a creator determines a 
suitable royalty and a suitable tariff, attaches them to a digital work piece, and, 
subsequently to in a repository 1, memorizes them. The decision of a suitable 
royalty and a tariff is based on various economical factors. The digital work piece 
is left behind to insurance in the repository 1 until an access request is received. 
An access request begins from the session initiation by other repositories. At this 
time, a repository 2 starts a repository 1 and a session in step 103. This session 
initiation contains the step which helps to ensure for each repository to be 
reliable as described by the detail by the following. If it assumes that a session 
can be set up, in step 104, a repository 2 can require access to Digital Work 
(digital work piece) for the asserted purpose. This purpose may be that the copy 
of printing for example, a digital work piece or a digital work piece comes to hand. 
This purpose supports the specific royalty. By any cases, in step 105, a 
repository 1 checks the royalty corresponding to a digital work piece, in order to 
determine whether access to a digital work piece was permitted. The check of a 
royalty includes the decision about whether all the conditions corresponding to 
whether the digital work piece essentially attaches to the right corresponding to 
an access request and this right are fulfilled. When access is refused, in step 
106, a repository 1 ends a session by the error message. When access is 



permitted, in step 107, a repository 1 transmits a digital work piece to a 
repository 2. If a digital work piece is transmitted to a repository 2, in step 108, as 
for repositories 1 and 2, claim information will be generated to access, 
respectively, and the claim information concerned will be transmitted to a credit 
server. Such a claim report of a duplex is performed in order to protect claim 
processing from the attempt which it is going to deceive unjustly. 
[0015] Drawing 2 shows the fundamental dialogue during the repository types in 
this invention. Various repository types supply a different function so that it may 
become clear from drawing 2 . While it is safe, it is a base that a repository 
shares the core set of the function which enables a reliable communication link. 
About drawing 2 , a repository 201 shows the general instance of a repository. 
The repository 201 has two modes of operation, server mode and requester 
mode. A repository receives or processes the access request to a digital work 
piece at the time of server mode. A repository starts the demand for accessing to 
a digital work piece at the time of requester mode. The repository 201 is 
common at the point that the main purpose is an exchange medium for a digital 
work piece. It may set in a process of operation and the repository 201 
concerned may communicate with two or more of other repositories 202, i.e., an 
authorization repository, the rendering repository 203, and the master repository 
204. The communication link between repositories is performed using the 



repository transaction protocol 205. 

[0016] The communication link with the authorization repository 202 is 
performed when the digital work piece accessed has the conditions which 
require authorization. Notionally, authorization is a digital certificate, and in order 
to obtain access to a digital work piece, possession of this certificate is required. 
Authorization is digital work-piece itself which is applied to the conditions of a 
tariff or a royalty while it is movable among repositories. Authorization may be 
required by both the repositories related to access to a digital work piece. 
[0017] The communication link with the rendering repository 203 is performed 
about the rendering of a digital work piece. The rendering repository is 
connected with the rendering device equipped with a rendering system so that it 
may be described by the detail below (for example, printer device). 
[0018] The communication link with the master repository 205 is performed 
about a discernment certificate coming to hand. A discernment certificate is a 
means to identify a repository as "reliable." Use of a discernment certificate is 
described below about the registration transaction. 

[0019] Drawing 3 shows the repository 201 connected with the credit server 301 . 
The credit server 301 is a device which accumulates the claim information over a 
repository 201. This credit server 301 communicates with a repository 201 
through the claim transaction 302, in order to record a claim transaction. A claim 



transaction is periodically reported to the claim clearing house (intelligence 
service) 303 by the credit server. The credit server 301 communicates with the 
claim clearing house 303 through the clearing house transaction 304. The 
clearing house transaction 304 enables the informational safe transfer to the 
claim clearing house 303 transmitted namely, enciphered. 

[0020] Generally a rendering system is defined as a system equipped with the 
rendering device which can carry out the rendering of the digital work piece to a 
repository in the format for which it asks. The example of a rendering system 
may be a computer system, a digital audio system, or a printer. The rendering 
system has the same security (security) property as a repository. Connection to 
the rendering device of a rendering repository may be performed by the 
approach suitable for the type of a rendering device. 

[0021] Drawing 4 (a) shows the printer as an example of a rendering system. 
About drawing 4 , the printer system 401 contains the printer repository 402 and 
the printer device 403. In addition, the dashed line which demarcates the printer 
system 401 concerned has demarcated the security system boundary. It is 
assumed that the communication link with a boundary is safe. With security level, 
the barrier meant so that physical integrity might be offered also shows a 
boundary. The printer repository 402 is instance generation of the rendering 
repository 205 of drawing 2 . The printer repository 402 concerned also includes 



the copy of the 1-time end to the digital work piece which remains until it is 
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printed out with printer engine 403 in some instances. In other instances, the 
printer repository 402 concerned contains a digital work piece like the font which 
can remain based on use or can be charged. This design ensures to be 
enciphered, when all communication link Rhine between a printer and a printing 
equipment is not into a safe boundary physically. The potential "fault" point with 
which a digital work piece is obtained unjustly is removed by this design gestalt. 
The printer device 403 shows the printer configuration element used in order to 
create the printed output. 

[0022] The repository 404 is also shown in (a) of drawing 4 . The repository 404 
concerned is connected with the printer repository 402. The repository 404 
concerned shows the external repository containing a digital work piece. 
[0023] (b) of drawing 4 is the example of the computer system as a rendering 
system. Since a computer system performs a digital work piece (for example, 
software program) (execute) and displays a digital work piece (for example, 
digitized photograph), it may be equipped with the "multifunctional 
(multi-function)" device. Although only one does not need a physical repository, 
each rendering device looks [ have / the repository of itself] logical. About (b) of 
drawing 4 , the computer system 410 contains display/activation repository 41 1. 
The display/activation repository 411 concerned is connected with the display 



device 412 and the activation device 413. The security boundary assumed that a 
communication link is safe for the dashed-line box surrounding the computer 
system 410 concerned is shown. In order to access the digital work piece 
remembered to be the credit server 414 in order to notify the tariff charged to 
access to a digital work piece, the display/activation repository 411 concerned 
resembles a repository 415, and is connected further. 

[0024] The digital work piece attaches to the royalty directly. Therefore, it is 
important to understand the structure of a digital work piece. In the special 
compound digital work piece, the structure of a digital work piece is composed 
so that it may naturally become structure like a hierarchy where it does not 
circulate. For example, the magazine has carried various reports and 
photographs which may be created and owned by various persons. Each of 
these reports and photographs can show the node in a layered structure. As a 
result, control, i.e., a royalty, may be arranged by the creator (implementer) to 
each node. By making it possible to match the claim of control and a tariff with 
each node, the creator of a work piece can guarantee that a right and a tariff are 
not deceived unjustly. 

[0025] In the gestalt of operation of this invention, the file information to a digital 
work piece is divided to two files, a "contents" file and a "description tree" file. 
When it sees from a repository, a "contents" file is the flow of the cutting tool who 



is completely dependent on the interpreter used in order that the format may be 
reproduced and may display or print the digital work piece concerned and in 
whom the address is possible. A "description tree" file makes it possible to 
examine the right to a work piece, and a tariff regardless of the contents of the 
digital work piece. In addition, the vocabulary "a description tree" currently used 
in this specification calls the structure of the type of the arbitration used in order 
to show the relation between the various components of a digital work piece 
where it does not circulate. 

[0026] Drawing 5 shows the layout of a contents file. The digital work piece 509 
is equipped with a story A:510, an advertisement 511, a story B:512, and a story 
C:513 about drawing 5 . It is assumed that a digital work piece is started and 
memorized from a relative address 0. Thereby, generally, a story A:510 is 
memorized to the address to the 0 to 30,000th, an advertisement 511 is 
memorized to the address to the 30,001 to 40,000th, each of the part of a digital 
work piece is memorized for linearity, and a story C:513 is memorized [ a story 
B:512 is memorized to the address to the 40,001 to 60,000th, and ] for it to the 
address to the 60,001 to 90,000th. The detail of a story A:510 is shown in 
drawing 6 . About drawing 6 , a story A510 is divided still smaller and shows the 
sidebar 617 memorized to the address from the graphics 616 and 25,001 
memorized to the address from the photographs 615 and 10,000 stacked in the 



shape of [ which was generally memorized to the address from the texts 614 and 
1501 memorized to the address to the 0 to 1500th to the 10,000th ] brick to the 
25,000th to the 30,000th. or [ in addition, / that the data in a contents file are 
compressed ] (storage preservation sake) - or it may be enciphered (security 
sake). 

[0027] It is observed easily that a digital work piece' can be shown by the 
component part as a hierarchy. The description tree to a digital work piece is 
equipped with the set of the related descriptor block (d-block). The contents of 
each d-block are described about drawing 7 . The identifier 701 whose d-block 

700 is the only identifier [ as opposed to the work piece in a repository about 
drawing 7 ], The starting address 702 which offers the 1st byte of starting 
address of the work piece concerned, The length 703 which gives the number of 
the cutting tools in the work piece concerned, the right part 704 in which the 
permitted royalties and those condition data are held, the owner pointer 705 
which points out parents' d-block, and the child pointer 706 which points out a 
child's d-block are included. In the gestalt of desirable operation, the identifier 

701 has two parts. The 1st part is the only number assigned to a repository at 
the time of manufacture. The 2nd part is the only number assigned to a work 
piece at creation time. The right part 704 includes DS as shown in the look-up 
table by which the various information corresponding to a right is held. The 



information demanded according to each royalty is described more by the detail 
below, d-block forms a strict hierarchy, d-block of the top of a work piece does 
not have parents, but other d-blocks of all have one parents. Parents, the 
relation of the royalty during a child's d-blocks, and the approach of a dissolution 
contention are explained below. 

[0028] d-block special type is a "shell" d-block. A shell d-block does not add new 
contents except the contents of the part. Generally a shell d-block is used by the 
distributor of a digital work piece, in order to add the information on a right and a 
tariff. 

[0029] Drawing 8 shows the description tree to the digital work piece of drawing 
5 . About drawing 8 , the top's d-block 820 over a digital work piece directs 
various stories and advertisements which were included inside. At this time, the 
top's d-block 820 directs the d(story A:510 is expressed)-block 821, the 
d(advertisement 511 is expressed)-block 822, the d(story B:512 is 
expressed)-block 823, and (a story C:513 is expressed) the d-block 824. 
[0030] The part of the description tree to a story A:510 is shown in drawing 9 . 
The d-block 925 expresses a text 614, the d-block 926 expresses a photograph 
615, the d-block 927 expresses graphics 616 and the d-block 928 expresses a 
sidebar 617. 

[0031] The right part 704 of a descriptor block is further shown in drawing 10 . 



Drawing 10 shows the structure repeated in the right part 704 to each right. 
About drawing 10 , each right has the right code field 1050 and the status 
information field 1052. The right code field 1050 has the only code assigned to 
the right. The status information field 1052 includes the information about the 
condition and digital work piece of a right. Such information is shown in the 
following table 1. Generally the right memorized in the right part 704 may be the 
sequence of the number based on a right code. 
[0032] 



[Table 1] 
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[0033] The approach which shows a digital work piece by separating descriptive 
data from the contents assumes not being concerned with the actual display of 
the contents, although each part of a file exists in the same boundary. Especially 
it is neutrality at the problem of whether a contents display takes an 
object-oriented approach. It is natural that the contents are shown as an object. 
It is convenient to have theoretically a contents object including claim structure 
and the right information shown within d-block. Although such a variation can 
perform in alternative possible in the design of a display, a processing overhead 
like decode of an object may be introduced, for example. 

[0034] A digital work piece is memorized in a repository as a part of hierarchy file 
system. A folder (called a directory and a subdirectory) contains other folders 
with a digital work piece. The digital work piece and folder in a folder are put in 
order by the alphabetical order. These digital work pieces are typed so that it 
may reflect how these files are used. A folder may attach to a royalty so that 
folder itself may be dealt with as a digital work piece, access to a folder — all — 
others — it is processed by the same approach as a digital work piece. The 
contents of the folder are subordinate to the right of these very thing so that it 
may be described by the detail by the following. Furthermore, a folder attaches 
to a file management right and it defines how the contents of a folder may be 



managed. 

[0035] It is a base for this invention that a royalty is dealt with as some digital 
work pieces, or [ that the range of the permitted royalty will not change as it is if a 
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digital work piece is rationed ] — or it is narrowed. For example, when a digital 
work piece is transmitted to a repository from a document server, a royalty 
contains the right which lends out a copy during the predetermined period (called 
the right of original). When a repository lends out the copy of a digital work piece, 
the royalty (called the set of the following right) of the lender's copy can be set so 
that the additional right of the arbitration for lending out a copy may be forbidden. 
From the right in which they have the fundamental idea, I hear that the above 
right cannot be permitted and there is. 

[0036] The attachment to the digital work piece of a royalty can be performed by 
various approaches. When a royalty is the same and a digital work piece is 
processed to the whole digital work piece for the deposit in a digital work-piece 
server, it attaches to the royalty concerned (to digital work piece). In the case of 
the digital work piece which has a different royalty for every various components, 
it may perform during creation of a digital work piece (attaching of a royalty). The 
writing tool or digital work-piece assembling tool which offers the process by 
which royalty attaching was automated may be used. 

[0037] When a digital work piece is copied, transmitted or lent out so that it may 



be described below, "the set of the following right" may be specified. When it is 
transmitted, it attaches to this "set of the following right" to a digital work piece. 
[0038] Since each part of a digital work piece may have the royalty of itself, there 
is an instance in which the right of "the part contained" differs from the parents or 
a container (container) part. The contention Ruhr must be set up in order for this 
to specify how and when it uses a right. The hierarchy structure (structure) of a 
digital work piece makes such operation of the Ruhr smooth. : which is as 
follows with the "strict" Ruhr — when it approves to the part, d-block of the 
ancestor containing the part, and all descendants 1 d-block, the right to the part 
concerned of a digital work piece is permitted only in that case, approving — (1) — 
that each of each part must have the right, and (2) — it is shown that all the 
conditions for using the right are fulfilled. 

[0039] It is also possible to perform this invention using the more generous Ruhr. 
In the more generous Ruhr, although actuation of access to the part is enabled 
to the part of the descendant who has a right, it is refused to the descendant who 
does not have a right. 

[0040] The example of use of the strict Ruhr and the generous Ruhr is shown 
about drawing 11 . About drawing 11 , the root d-block 1101 has the child 
d-block 1 102 thru/or 1 105. In this case, a root d-block shows a magazine and the 
child d-block 1102 thru/or each of 1105 show the report in a magazine. It is 



PRINT about the digital work piece shown by the root d-block 1 101 according to 
the strict Ruhr. It is assumed that the demand for carrying out is performed. Next, 
this root d-block 1101, the child d-block 1102, or the right to 1105 is examined. 
PRINT of the root d-block 1 101 and the child d-blocks 1 102 and 1 105 A right is 
permitted. PRINT of the child d-block 1 103 Although a right is not permitted, the 
child d-block 1 104 is PRINT a condition [ payment of dues ]. A right is acquired. 
[0041] Under the strict Ruhr, a child d-block is PRINT. Since it does not have the 
right (simple substance), it is PRINT. It cannot use a right. Results differ under 
the generous Ruhr. The digital work piece shown by the child d-blocks 1 102 and 
1105 can be printed, and the digital work piece shown by the d-block 1 104 can 
be printed if dues are paid. Only the digital work piece shown by the d-block 
1103 cannot be printed. When a demand is specified as each of an individual 
digital work piece, the same result is attained under the strict Ruhr. 
[0042] This invention supports various combinations of permission of access, 
and not approving. Furthermore, royalty syntax permits that the owner of a digital 
work piece specifies whether a constraint is imposed on a work piece by the 
container part so that it may be explained below. The approach which may be 
approved for royalty contention of a digital work piece is a property about 
operation, and it depends for this approach on the property of a digital work 
piece. 



[0043] It is shown in description of drawing 2 that a repository takes various 
formats. All repositories offer the core set of service for a digital work-piece 
transfer. The approach for which it is exchanged in a digital work piece is a base 
over all the transactions between repositories. The final functions in which they 
perform various repository types differ. These very thing may be devices, or a 
repository may be included in an alien system. The rendering repository 203 of 
drawing 2 is the example. 

[0044] A repository matches a repository identifier and self. Generally, a 
repository identifier is the only figure assigned to the repository concerned at the 
time of manufacture. Each repository is classified as what is in a special security 
class again. Conditions are given on the repository in a security class with 
special some communication links and transaction. Various security classes are 
described by the detail below. 

[0045] As a thing indispensable to actuation, a repository needs possession of a 
discernment certificate. It is enciphered in order to prevent forgery, and a 
discernment certificate is published by Master repository (master repository). A 
master repository plays the role of the authorization agent who enables a 
repository to receive a digital work piece. A discernment certificate must be 
updated periodically. A discernment certificate is explained to a detail by the 
following about a registration transaction. 



[0046] The repository is equipped with both hardware and a functional 
expression. Generally a functional expression is software performed in the 
somatization part of hardware. Or a functional expression is Application Specific 
Integrated Circuit. It may be embedded into the somatization part of hardware 
like a chip (ASIC). 

[0047] The somatization part of the hardware of a repository is surrounded by 
security housing which makes actuation of a repository impossible if an 
agreement is reached. The elemental ingredient of the somatization part of the 
hardware of a repository is described about drawing 12 . A repository consists of 
the processing means 1200, the storage system 1207, a clock 1205, and an 
external interface 1206 about drawing 12 . The processing means 1200 is 
equipped with the processor element 1201 and the processor memory 1202. 
The processing means 1200 concerned offers a controller, a repository 
transaction, and the royalty transaction function for this repository. The various 
functions on decode of a digital work piece and a transaction message and/or 
actuation of a repository like compression discharge are also performed by the 
processing means 1200. The processor element 1201 may be a microprocessor 
or other suitable operation components. Generally the processor memory 1202 
is further equipped with ROM (read only memory) and RAM (random access 
memory). Such memory includes the software instruction used by the processor 



element 1201, when performing the function of a repository. 

[0048] The storage system 1207 is further equipped with the descriptor storage 

1203 and the contents storage 1204. The descriptor store 1203 memorizes the 
description tree for digital work pieces, and the contents store 1204 memorizes 
corresponding contents. The descriptor storage 1203 and the contents storage 

1204 do not need to be storages same type, and do not necessarily need to be 
placed on the same physical device. Here, although the descriptor storage 1203 
may be memorized on solid state memory (quick retrieval of description tree 
information sake), the contents storage 1204 may be placed on high capacity 
storage like an optical disk. 

[0049] A clock 1205 is used in order to carry out the time stump of the conditions 
of the various time base for charging the dues which can respond to a digital 
work piece since it is a royalty. The clock 1205 concerned has the power source 
which is not stopped, for example, a dc-battery, in order to maintain the integrity 
of a time stump. The external-interface means 1206 offers signal connection to 
other repositories and credit servers. The external-interface means 1206 is 
RS-232 or Personal Computer Manufacturers Card Industry. Exchange of a 
signal is offered through specification (PCMCIA) or a standard interface like 
FDDI. The external-interface means 1206 may offer network connection nature. 
[0050] The functional somatization part of a repository is described by drawing 



13 . A functional somatization part is equipped with an operating system 1301, 
the core repository service 1302, the use transaction handler 1303, the 
repository specification function 1304, and a user interface 1305 about drawing 
13 . An operating system 1301 is specification for a repository, and it depends 
for it on the type of the processor currently generally used. An operating system 

1301 is controlled among the elemental ingredients of a repository, and the 
fundamental service for carrying out an interface is also offered. 

[0051] The core repository service 1302 is equipped with the set of the function 
demanded by each repository and all repositories. This core repository service 

1302 includes the session initiation transaction defined as a detail below. The 
set of this service contains the generic ticket agent used in order "to punch" a 
digital ticket, and the generic authorization server for processing an authorization 
specification. A digital ticket and authorization are the specific mechanisms for 
controlling distribution and use of a digital work piece, and are explained to the 
detail by the following. Please note that two or more discernment certificates 
1306 are connected with core repository service. The discernment certificate 
1306 is needed in order to enable use of a repository. 

[0052] The use transaction handler 1303 is equipped with the function to charge 
a tariff based on access while it processes the access request to a digital work 
piece. The use transaction currently supported changes with repository types. 



For example, there is also a repository which does not need to carry out the 
handle (processing) of the access request to a digital work piece. 
[0053] The repository specification function 1304 is equipped with the only 
function for a repository. For example, a master repository has the special 
function for holding a cryptographic key while publishing a digital certificate. This 
repository specification function 1304 includes activation of the user interface to 
a repository. 

[0054] To some digital work pieces, the loss produced by each instances of all of 
the copy which is not authorized is not important, and the main economical 
interests are to ensure the claim of the convenience of access, or a low 
overhead. In such a case, even if it sets and the cure or guarantee of security 
are not enough, they may be a simple and cheap handheld computer repository 
and a repository with the suitable workstation of the network base. 
[0055] In order to copy them since it is very worthy, or to ensure not being forged, 
as for other extreme cases of some digital work pieces like the movie in 
negotiable securities, or a stock policy, it is wise to take watch and the quite 
careful measures against security (security). The repository suitable for holding 
such a digital work piece can have a careful cure for verifying the authorization 
before use for ensuring physical integrity. 

[0056] By arranging a general-purpose protocol, two-way communication of the 



repository of all classes can be carried out in principle. However, the creator of 

» _ 

some work pieces (work) wishes that their work piece wants to specify a transfer 
only to a repository with security level high enough. For this reason, a document 
repository has a ranking system to the class and level of security. The security 
class in the gestalt of desirable operation of this invention is explained in Table 2. 
[0057] 
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[0058] The property display of the security level described by Table 2 is not fixed. 
The idea of having different security level to a different repository is more 
important. A new security class and a new requirement are wanted to evolve 
according to change of a social situation or technology. 

[0059] The repository user interface user interface is widely defined as a 
mechanism which calls a transaction for a user to have a dialog with a repository 
and get access to a digital work piece, or uses a royalty. As mentioned above, a 
repository is incorporated in the form of versatility. The user interface to a 
repository changes with specific examples. A user interface may be a graphical 
user interface (GUI) which has the icon which shows a digital work piece, and 
the various transactions which may be performed. A user interface may be a 
generation dialog by which the prompt of the information is carried out to a user. 
[0060] The user interface itself does not need to be a part of repository. When a 
repository may be embedded in other devices, user interfaces are some devices 
with which a repository is embedded. For example, a repository can be 



embedded in the "card" inserted in the available slot within a computer system. A 
user interface is the combination of the display performed by the computer 
system, a keyboard, a cursor control device, and software. 
[0061] At the lowest, a user interface must make it possible to offer feedback to a 
transaction condition while a user inputs an access request and information like 
alphanumeric data. Next, a user interface makes a suitable transaction start to a 
repository, in order to maintain a demand. Other facets of a special user 
interface are dependent on the function which a repository offers. 
[0062] A tariff is matched with use of a right in this invention. The requirement of 
tariff payment is described with each version of the royalty in royalty language. 
Record and a notice of such a tariff are performed by the credit server. One of 
some possibility made possible is the possibility of supporting a wide range claim 
model by matching a tariff with a right. As for the easiest model used by the 
conventional software, only the single tariff was set up at the time of purchase, 
but after that, the purchaser acquired the unrestricted right which can use a work 
piece repeatedly, as long as he or she wished. The use and the adjustable tariff 
which are charged are included as other models. A single work piece can have a 
different tariff to different use. For example, seeing the photograph on a display 
has a tariff different from including creating hard copy or the hard copy 
concerned in the work piece created newly. The key to other claim models of 



these is to have a low overhead means to set up a tariff and to perform fee 
calculation to these transactions. 

[0063] A credit server is a computing system which authorizes these 
transactions certainly and records them, as a tariff is charged and paid. The 
credit server concerned notifies a claim clearing house of a tariff. The claim 
clearing house concerned will manage these transactions, if a financial 
transaction occurs. As a result, a bill is generated and the tariff is liquidated. 
Preferably, a credit server memorizes a tariff transaction and communicates on a 
claim clearing house and a periodic target through a network for liquidation. In 
such an example, the communication link with a claim clearing house is 
enciphered for integrity and the reason of security. In other examples, a credit 
server acts as a "DEBITTO (debtor) card" which a transaction generates on "real 
time" to a user's calculation. 

[0064] A credit server becomes memory, a processing means, a clock, and a list 
from the interface means (for example, modem) for combining with a repository 
and a financial institution. A credit server needs to have the function of security 
and authentication. These elements are the same elements as the element and 
the essential target of a repository. Therefore, if it assumes that it has the 
suitable processing element for performing the function and protocol with which 
a single device corresponds, they can be both a repository and a credit server. 



Generally, it is combined with a repository, and a credit server has a dialog 
through a financial transaction so that it may be explained below. The dialogue 
with a financial institution is [0065] which may be performed through the protocol 
set up by the financial institution itself. In the gestalt of operation of this invention, 
a server and the credit server corresponding to both repositories notify a claim 
clearing house (informational main engine) of a financial transaction. For 
example, when a digital work piece is copied to other repositories from one 
repository about that tariff, the credit server combined with each of a repository 
notifies a claim clearing house of this transaction. This is desirable from a 
viewpoint which guarantees that fee calculation of a transaction is performed, 
even when a communication link of a credit server and a claim clearing house is 
interrupted. However, in some the examples, when there is a danger of losing 
some transactions, only the single credit server notified to the transaction 
concerned that processing of a transaction is made into min can be incorporated. 
[0066] In order to define the right corresponding to digital work pieces and those 
parts, the statement of a high level "royalty language" is used for this invention. 
A royalty statement is decoded by the repository, and it is used in order to 
determine which transaction may be safely carried out to a certain digital work 
piece, and in order to determine the parameter to these transactions. For 
example, the sentence in language determines whether a given digital work 



piece may be copied and to when and how it may be used and its use it should 
be asked how much (if it is). If a royalty statement occurs, these will be coded in 
a suitable format, in order to access during processing of a transaction. 
[0067] By defining a royalty verbally combining the hierarchy expression of a 
digital work piece, the support of wide range distribution (digital work piece) and 
a tariff method is attained. One example is possibility of attaching two or more 
versions of a right to a work piece. Then, a creator is PRINT which creates the 
copy of the five sections for 10 dols. A right and PRINT which creates a copy 
without any restriction for 100 dols A right can be attached. Next, a purchaser 
can choose which option is most suitable for his needs. A right and a tariff are 
added as other examples. Here, in the case of a compound work piece, as a 
whole, each right and tariff of a component work piece are used, when 
determining the right and tariff to a work piece. 

[0068] The fundamental contents of the right are shown in drawing 14 . About 
drawing 14 , a right 1450 has the tolan ZAKUSHONARU component 1451 and 
the specification component 1452. A right 1450 has the label (for example, 
COPY or PRINT) in which the privilege of the use incorporated by the right or 
distribution is shown, or [ that, as for the tolan ZAKUSHONARU component 
1451, a digital work piece is used ] — or the special approach rationed is 
supported. Generally the tolan ZAKUSHONARU component 1451 concerned is 



incorporated in the software instruction in the repository which performs the use 
about a right, or the privilege of distribution. The specification component 1452 is 
used in order to specify the conditions which must be fulfilled before using a right 
or to specify the parameter relevant to various transactions. In the gestalt of 
desirable operation of this invention, these specifications include the copy count 
1453, a tariff, remuneration 1454, a time 1455 and access, security 1456, and 
control 1457. Each of these specifications is explained below about the 
language syntax element at the detail. 

[0069] Royalty language is based on the syntax explained below. Syntax is a 
convenient means in order to define the effective sequence of the symbol to 
language. In case syntax is explained, a notation [a|b|c] is used in order to show 
the clear selection from an alternative. In this example, a sentence can have 
either "a", "b" or "a" The sentence must be included correctly [ one ] of them. It is 
used in order that brace {} may show selections. Although it is used in order that 
bracket Q, a bar, and a brace may describe the language of a royalty sentence, it 
does not appear in the actual sentence of language. 

[0070] On the other hand, parenthesis () is the part of royalty language. A 
parenthesis is used in order to carry out grouping of the listed item. A notation 
(x*) is used in order to show a variable-length list, i.e., a list including one or 
more items of Type x. Notation (x) * It is used in order to show the good variable 



list containing x. 

[0071] The keyword in syntax is WORD to which a colon is added. A keyword is 
a common and very special case in language. A single value and since generally 
shows an identifier, it is sometimes used by these. In many cases, on the whole, 
the keyword and the parameter are optional. If a keyword is given, an identifier 
single as the value will be taken. In some cases, a keyword takes the list of 
identifiers. 

[0072] Setting in royalty language, time amount is hours:minutes:seconds (or 
hh:mm:ss). It is specified with an expression. A time zone indicator (Pacific 
Daylight Time), for example, PDT, can be specified. The date is shown as a year 
/ moon / a day (or YYYY/MMM/DD). The expression of such time amount and a 
date can specify the unit of time of day, i.e., time amount. The unit of money is 
converted and specified as a dollar. 

[0073] In royalty language, various "things" needs to have a dialog mutually. For 
example, the instance of a royalty specifies a bank transaction, a digital ticket, 
etc. Such an object needs to be identified and is specified using suffix"-ID" in this 
invention. 

[0074] The list of the whole is created by drawing 15 and royalty syntax is 
described by the detail below. 

[0075] Syntax element 1501"Digital Work Rights=(Rights*) M defines a digital 



work-piece right as a set of a right. It defines whether the set of a right to which a 
digital work piece attaches is performed [ the digital work piece is transmitted 
how, it is used, and ] or reproduced. An overall digital work piece attaches to the 
set of a right, and, in the case of a compound digital work piece, each of the 
component of a digital work piece attaches. The royalties of a digital component 
differ. 

[0076] Syntax element 1502"Right:=(Right-Code {Copy-Count}, {Control-Spec}, 
{Time-Spec}, {Access-Spec}, and {Fee-Spec})" is enumerating the contents of 
the right. Each royalty must specify a right code. Each royalty can also specify 
alternatively the conditions which must be fulfilled before using a right. These 
conditions are a copy count, control, a time, access, and conditions of a tariff. In 
the gestalt of desirable operation of this invention, the following defaults are 
applied about an optional element. Namely, un-setting [ of the access test 
demanded in order to use the copy count of 1 , un-setting / of the time limit about 
use of a right / up, and a right, or security level ] up and no charge. These 
conditions are described by the detail by the following, respectively. 
[0077] It is important to note that the digital work piece may have two or more 
right versions in which each has the same right code. Two or more versions offer 
the alternative conditions and tariff for accessing a digital work piece. 
[0078] Syntax element 1503"Right-Code:= Render-Code 



|Transport-Code|File-Management-Code|Derivative-Works-Code 
Configuration-Code" Each of a specific right is distinguished in a special right 
type (although identified in right code from which each right differs). Thus, syntax 
offers the catalog of a right which can respond to the part of a digital work piece. 
It is divided according to a category when [ expedient ] a right describes them 
below. 

[0079] Syntax element 1504"Render-Cod<e:= Play : the digital work piece of all is < 
temporary, and {Player: Player-ID}: [ |Print] {Printer:Printer-ID}" is short-lived, or it 
is a list of categories of a right including creation of a non digital copy. These 
copies are eliminated after being used. 

- Play - They are a rendering or the process to perform about a digital work piece 
on some processors. This contains things, such as playback of a digital movie, 
playback of digital music, playback of video game, activation of a computer 
program, or playback of the document on a display. 

- Print more than this according to a Print-royalty on carrying out the rendering of 
the work piece to the medium which is not protected, for example, a form. 
[0080] Syntax element 1 505"Transport-Code:= 
Copy|Transfer|Loan{Remaining-Rights:Next-Set-of-Rights} 
{(Next-Copy-Rights: Next-Set of Rights)} " It is a list of categories of the right 
which it is durable and includes creation of the copy of an usable digital work 



piece on other repositories. Optional Next-Copy-Rights determines the right of 
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the work piece after being transmitted. When this is not specified, the right of the 
transmitted copy is the same as an original right. Optional Remaining-Rights 
specifies the right which remains with the digital work piece, when a copy is lent 
out. When this right is not specified, a default is a default which does not use a 
right, when a copy is lent out. 

- Create the new copy of a Copy-work piece. 

- Move a Transfer-work piece to other repositories from one repository. 

- Lend out the period Loan(ed) - specified and a copy to other repositories. 
[0081 ] Syntax element 1 506"File-Management-Code:=Backup 
{Back-Up-Copy-Rights:Next-Set-of Rights} [Restore |Delete|Folder|Directory 
{Name:Hide-Local |Hide-Remote} and {Parts:Hide-Local|Hide-Remote}" In order 
to protect a copy owner from failure of a miserable device, it is a list of categories 
of a right including the actuation for file management like backup copy. 

[0082] Much software licenses and the Copyright Act grant the owner of a copy 
the right which creates backup copy, in order to protect a copy owner from failure 
of a miserable device. However, since the backup copy which is not controlled 
also after the authorized copy is sold can also be saved and restored, creation of 
the backup copy which is not controlled does not serve as capacity which 
essentially controls use. 



[0083] The right of File-Management (file management) enables creation and 
restoration of backup copy by the approach of respecting a royalty, and respects 
the requirements of the both sides of a copy owner, a right giver, and an income 
owner. The backup copy (a royalty and account data are included) of work-piece 
description may be sent to other document repositories which have security 
advanced enough under a suitable protocol and royalty control. The organization 
to the folder of a digital work piece is permitted by the further right. As for these 
folders, "concealment" of these very thing may be carried out from the party as 
which it is treated as a digital work piece, and those contents tend to determine 
the contents of the repository. 

- Create the backup copy of a digital work piece as protection to failure of a 
Backup-medium. 

- Restore the backup copy of a Restore-digital work piece. 

- Delete or eliminate the copy of a Delete-digital work piece. 

- Create and name a Folder-folder and move a file and a folder among folders. 

- Conceal a Directory-folder or its contents. 

[0084] the syntax element 1507 - "Derivative-Works-Code:= Extract|Embed 
|Edit{Process:Process-ID} {Next-Copy-Rights:Next-Set-of-Rights}" It is a list of 
categories of a right including use of the digital work piece for creating a new 
work piece. 



- Extract - Remove the part of a work piece for the creation purpose of a new 
work piece. 

- Incorporate a work piece in the work piece of Embed-existing. 

- Change a digital work piece by copying, choosing and changing the part of the 
digital work piece of Edit-existing. 

[0085] Syntax element ISOSXcnfiguration-Code^lnstalllUninstair is a list of 
categories of the right which installs software on a repository (generally 
rendering repository), and the right which is not installed. Generally this is 
generated to install of the playback means new type within a rendering 
repository. 

- Install new software on an Install-repository. 

- Remove existing software from a Uninstall-repository. 

[0086] syntax element 1509" -- Next-Set-Of-Rights:= {Add: Set-Of-Rights} 
{(Delete:Set-Of-Rights)} - {(Replace: Set-Of-Rights}{(Keep: Set-Of-Rights)} 
"defines how the right to the copy of a digital work piece is advanced.) When 
Next-Copy-Rights is not specified, the right to the next copy is the same as the 
right of a current copy. Otherwise, the set of the right to the next copy may be 
specified. Add The version of a next right is added to the current set of a right. 
The right after Delete is current deleted [ of a right ]. When only a right code is 
listed after Delete, all the versions of the right which has these codes are deleted. 



Replace The version of a next right includes all the versions of the right same 
type in the current set of a right. 

[0087] When Remaining-Rights is not specified, after all loan copies are lent out, 
there is no right which receives originally. It is Keep in order to simplify the 
expression about which right should be saved in the back when 
Remaining-Rights is specified. : A token can be used. The list of right codes 
following a keeping means means that all the versions of the listed right are held 
in the remaining copy. This specification is continuing Delete. : Or Replace: It 
can be made an invalid by the specification. 

[0088] To perform a certain limit about various transactions about the number of 
the "copies" of the work piece which coincidence may use to a right is wished. 
For example, it is lent out at once and to restrict the copy number of the digital 
work piece which may be perused at once is wished. 

[0089] Syntax element 1510"Copy-Count:=" (Copies:positive-integer |0 
|unlimited) The conditions which define the number of "copies" of the work piece 
on condition of acquiring a right are offered, a copy count — zero and the number 
of immobilization — or it is unrestricted. The copy count supports each right 
against the single copy count existing to a digital work piece. Whenever it uses a 
right, the decrement of Copy-Count to a right is carried out. When Copy-Count to 
a right is equal to zero, it does not use this right any longer. A default is 1 when 



Copy-Count is not specified. 

[0090] A right and a tariff are influenced by the further limit imposed by the new 
distributor while they are dependent on the right permitted by the creator 
generally. Control specification processes a creator, their distributor which 
governs the further limit and levy of a tariff, and the dialogue between **s. For 
example, the distributor of a digital work piece does not want the final consumer 
of a digital work piece to utilize the purchased digital work piece commercially, to 
lift a tariff, otherwise to get profits. 

[0091] Syntax element 151 1"Control-Spec:=" (Control: 

{Restrictable| Unresectable}, {Unchargeable|Chargeable}) offers the conditions 
for specifying parents 1 royalty over use of a right, and the effect of a tariff. When 
higher d-block of level can impose the further limit (a time specification and 
access specification) to a right, a digital work piece can be restricted. It cannot 
restrict, when the further constraint is not imposed. A default setup can be 
restricted. A right cannot be charged when the tariff beyond it cannot be imposed 
on use of a right. A right can be charged when the tariff beyond it can be 
imposed on use of a right. This default can be charged. 

[0092] The opening day of when to use a right is assigned, or to specify a period 
is often desired. Syntax element 

1512"Time-Spec:=({Fixed-lnterval|Sliding-lnterval|Meter-Time} 



Until:Expiration-Date)" It has specifying the conditions of the time amount to use 
of a right. A right may be permitted between the specified time amount. The 
class of different time amount specification is proper to the right of a different 
class. During the decided predetermined period, it uses some rights and they 
can do things. You may use between the intervals which start some rights from 
the time of day when a right is called by a certain transaction, or [ using some 
rights according to a certain kind of charged duration ] — or it can be asked and 
this charged duration may be divided to the separated interval. For example, the 
right which looks at pictures for 1 hour may be divided [ perusal / for 10 minutes / 
perusal / for 6 times and 15 minutes ] into 3 times in the perusal for 4 times and 
20 minutes. 

[0093] The vocabulary "a time" and a "date" are used as a synonym, and 
express time of day. There are some kinds of time amount specifications. Each 
specification shows a limit to the time amount to which a royalty is applied. 
Expiration-Date The time of day which a royalty ends is specified. For example, 
Expiration-Date When it is on "January 1, 1995", a right is ended at the time of 
day of the beginning of 1995. Expiration-Date *forever * When specified, a right 
is decoded as what is continued without ending. When only the due date is given, 
it can use the right as it will be wanted by the due date. 

[0094] Syntax element 1513"Fixed-lnterval:= From:Start-Time" is used in order 



to define the predetermined interval which runs from start time to a due date. 
[0095] Syntax element 1514 M Sliding-lnterval:= lnterval:Use-Duration" is used in 
order to define the starting time which is an indeterminate (or "opening"). This 
element sets a limit to the continuation period of time amount with the accessible 
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contents, after it started this period at the time of the first access and this period 
passed, or after reaching on the due date ~ that either — it ends in the earlier one. 
For example, when a right gives continuation access of 10 hours, it starts, when 
the first access is performed and duration of service is ended 10 hours after. 
[0096] It is used in order that syntax element 
1515"Meter-Time:=Time-Remaining:Remaining-Use" may define measurement 
of "charged duration, i.e., the time amount which actually used the right,." Time 
amount (period) digital work-piece in use is the point which does not need to be 
continuous, and this differs from a Sliding-lnterval specification. For example, 
when a right guarantees access for three days, these days can be distributed 
over one month or more. This specification uses these rights in any of whether 
charged duration is used up or to reach on the due date, or the earlier one. 
[0097] Remaining-Use: All the 

=Time-UnitStart-Time:=Time-UnitUse-Duration:=Time-Unit time amount 
specifications include a time unit specification in those final instance generation. 
[0098] This invention offers the various security mechanisms introduced in 



distribution or the method used. Syntax element 1516" Access-Spec:= 
({SC:Security-Class}, {Authorization:Authorization-ID*}, 
{Other-Authorization: Authorization-ID*}, {Ticket:Ticket-ID}) A means to limit 
access and a transfer is offered. An access specification can specify the security 
class or the demanded authorization test which must be filled demanded from 
the repository, in order to use a right. 

[0099] Keyword "SC: " It is used in order to specify the minimum security level to 
the repository contained in, access. "SC:" When not specified, the minimum 
security level can be received. 

[0100] Optional "Authorization" A keyword is used in order to specify the 
authorization in the same repository as a work piece demanded. Optional 
"Other-Authorization" A keyword is used in order to specify the authorization 
required of other repositories in a transaction. 

[0101] Optional "Ticket:" A keyword specifies discernment of the ticket required 
of the transaction. The transaction containing a digital ticket must search the 
suitable digital ticket agent who "can punch" or can confirm this ticket, before a 
transaction is advanced. The ticket is described by the detail by the following. 
[0102] It can set to the transaction containing a repository and a document 
server, and some royalties can require that a repository has specific 
authorization, that a server has some authorization, or that both repositories 



should have authorization (it probably differs). The authorization itself is other 
digital work pieces and the digital work piece (called an authorization object after 
this) which can move among repositories similarly. These copies and transfers 
can receive other the same authorization and tariffs as a digital work piece. A 
repository is said to have authorization when this authorization object is 
contained in this repository. 

[0103] In some cases, authorization may be required from the sources other 
than a document server and a repository. The authorization object referred to by 
Authorization-ID can contain the digital address information used in order to set 
up the communication link between a repository and the authorization source. 
These are similar to the telephone number. To such an access test, a 
communication link needs to be set up, and before using a right, authorization 
must be obtained. 

[0104] Deformation of this method about a one-time royalty is having a digital 
ticket. A digital ticket agent is provided with a ticket and the type is specified as a 
ticket. In the simplest case, in order that the guaranteed available generic ticket 
agent "may punch" this ticket to all repositories, it is available. In other cases, a 
ticket can contain the address information for searching a "special" ticket agent. 
Once a ticket is punched, it cannot be again used for the transaction of the same 
class (it changes into the condition of not punching, namely, when it refreshes, it 



removes, so that it may be explained below). Punching includes carrying out 
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marking to a ticket with the time stump of time with which a ticket is used. A ticket 
is a digital work piece, follows the royalty of these digital work pieces, and may 
be copied or transmitted among repositories. 

[0105] or [ that, as for the ticket "punched", it is copied in the gestalt of desirable 
operation of this invention ] — or "it changing into the condition of not punching", 
when extracted, i.e., "it refreshing". Copy and Extract Actuation saves time as a 
property of the digital ticket. When a ticket is given to a ticket agent, the digital 
agent concerned can confirm simply whether it was copied after the punched 
last time amount. A digital ticket must extract the royalty to which it has the copy 
or the copy concerned naturally attached. 

[0106] In the following cases, the capacity which does not punch a ticket is 
important. 

- A digital work piece is limited to one use, and is distributed by low cost. 

- A digital work piece is distributed with a ticket usable once, in order to discount 
the time of the purchase of other work pieces. 

- A digital work piece is distributed with the ticket (it was contained in the 
purchase price and, probably embedded in the work piece) which can be used 
for the upgrade of the future. 

[0107] In each of these cases, when the purchased copy accomplishes from a 
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digital (ticket is included) work piece, even if the vender of the copy uses the 
work piece and a new owner does not do, he expects to obtain a freshness (not 
punched) ticket. On the other hand, a work piece's lending out or only 
transmitting a work piece to other repositories is not reusing a ticket. 
[0108] The claim to use of a digital work piece is a base over a commercial 
circulation system. Syntax element 1517"Fee-Spec:= {Scheduled-Discount} 
Regular-Fee-Spec|Scheduled-Fee-Spec|Markup-Spec" offers the range of the 
option of the claim to use of a digital work piece. 

[0109] The main descriptions of this approach are development of the low 
overhead claim to a little transaction potentially. Thereby, it becomes easy to 
raise the mere tariff of several cents to each of thousands of transactions. 
[01 10] Syntax distinguishes the use which a claim generates for every use, and 
the use charged by the time unit. In order that a transaction may guide not only 
the tariff that a user pays in order to use a digital work piece but a user and may 
make a digital work piece use or ration, it can support the remuneration which 
the right consent person paid to the user. 

[0111] An optional discount by which the schedule was carried out corresponds 
to the remaining part of a tariff specification, and only the time amount of a 
predetermined rate discounts a tariff. When not specified, there is no discount by 
which the schedule was carried out. The regular tariff specification is fixed per 



time amount. The tariff specification by which the schedule was carried out gives 
the schedule of the date from which a tariff specification changes. A markup 
specification is used within d-bldck, in order to add a commission to the tariff 
already charged. 

[0112] Syntax element 

1 51 8"Scheduled-Discount:=(Scheduled-Discount:(Time-Spec Percentage) *)." 
Scheduled-Discount is essentially the modifier to which the schedule of other 
tariff specifications over the version concerned of the right of a digital work piece 
was carried out. (This does not correspond to digital work piece or other right 

r 

versions of a child or parents) . This is a pair list of time amount and percentages. 
The newest time amount in the list which has not passed yet at the time of a 
transaction is the time amount carried out. This percentage gives discount 
percent. For example, a figure 10 shows 10% of discount. 

[0113] Syntax element 1519"Regular-Fee-Spec:=({Fee:|lncentive:} 
Per-Use-Spec |Metered-Rate-Spec | Best-Price-Spec |Call-For-Price-Spec 
{Min:Money-Unit Per:Time-Spec} and {Max:Money-Unit Per:Time-Spec} 
To: Account-ID)" Some kinds of tariff specifications are offered. 
[01 14] If Fee: is specified, a tariff will be paid to a gross income owner by a copy 
owner / user. If Incentive: is specified, remuneration will be paid to a user by the 
income owner. Min: Grant of a specification shows the minimum tariff charged 



for every time specification to the use. Next, Max: When a specification is given, 
the greatest tariff charged for every time specification to the use is shown. If Fee: 
is specified, Account-ID will identify the bill to which a tariff is paid. If Incentive: is 
specified, Account-ID will identify the bill to which a tariff is paid. 
[0115] Syntax element 1520"Per-Use-Spec:= Per-Use:Money-Unit" Regardless 
of the time amount concerning a transaction, the simple tariff paid whenever it 
uses a right is defined. 

[0116] Syntax element 1521"Metered-Rate-Spec:= Mete red: Money- Unit 
Per:Time-Spec" defines the charge rate tariff paid according to the time amount 
which used the right. Thus, the time amount concerning ending a transaction 
determines this tariff. 

[0117] Syntax element 1522"Best-Price-Spec:= Best-Price:Money-unit 
Max:Money-unit" is used in order to specify the optimal price determined when a 
bill is set up. This specification includes the special dealings (deal) depending on 
the information which cannot use a repository, rebate, and a price display. All 
tariff specifications are compoundable with the ticket or authorization which a 
consumer is a wholesale store, is a desirable customer, or can show that the 
vender is authorized by a certain approach etc. Max : The amount of money in 
the field is the greatest frame of the cost concerning use. This is the amount of 
money by which the temporary claim was carried out at the credit server. 



However, when dealings are finally materialized, any excess amount of money is 
returned to a consumer by another transaction. 

[01 18] Syntax element 1523 n Call-For-Price-Spec:= Call-For-Price" is the point of 
having the intention of including the case where a price fluctuates, and is 
"Best-Price-Spec". It is similar. Call-For-Price-Spec In order to determine a price, 
information interchange with a dealer is required. It cannot use this option, when 
using a right and a repository cannot communicate with a dealer. It is based on 
the safe transaction which a dealer attaches a price to in order to use a right, and 
this passes dealings certification, and this dealings certification is referred to in a 
claim process, or is incorporated. 

[01 19] Syntax element 1524"Scheduled-Fee-Spec:= (Schedule:(Time-Spec 
Regular-Fee-Spec) *) It is used in order to offer the schedule of the date from 
which a tariff specification changes. This tariff specification that has the date of 
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the newest past is a tariff specification carried out. Since this offers the means 
for changing agreement of a tariff for every period, it is more common. 
[0120] Syntax element 1525"Markup-Spec:=Markup:percentage To : 
Account-ID" is offered in order to add a commission to the tariff already charged. 
For example, 5% of markup shows that 5% of tariff of an old accumulation tariff 
is assigned to a distributor. A markup specification is applicable to all the tariff 
specifications of other classes. Generally the markup specification concerned is 



used in the shell offered by the distributor. This is applied to the tariff 
corresponding to d-block which is the part of a current d-block. This is a 
specification which is useful in order to use it for a tax or a distributor overhead. 
[0121] When a user demands access to a digital work piece, a repository starts 
various transactions. It depends for the combination of the called transaction on 
the specification assigned to the royalty. A transaction three fundamental type, a 
session initiation transaction, a financial transaction, and a use transaction, 
occurs. Generally, a session initiation transaction is first started, jn order to 
establish an effective session. A setup of an effective session calls the 
transaction corresponding to various royalties. Finally, a specific transaction 
request (request specific transactions) is performed. 

[0122] A transaction is generated between two repositories (one acts as a 
server) between a repository, between document playback platforms (example: 
activation and for perusal) and a repository, and a credit server, or between a 
repository and an authorization server. When a transaction occurs among one or 
more repositories, it is assumed that there is a communication channel reliable 
among these repositories. This communication channel may be a channel by 
which the TCP/IP channel or others which has a nest (built-in) function for 
detecting and amending for example, a transfer error is marketed. However, it is 
not assumed that a communication channel is safe. Offer of security and privacy 



is a part of requirement for specifying and performing a repository, and, thereby, 
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the need over various transactions is constituted. 

[0123] It is required that a transaction should have some communication links 
between repositories. The communication link between repositories is generated 
in the unit called a message. Since it is assumed that communication link Rhine 
is not safe, the communication link with all the repositories above the minimum 
security class is enciphered using a public key encryption technique. Public key 
encryption-ization is a well-known technique in encoding technology. The 
vocabulary "a key" is used with the algorithm of encryption and decode. A key 
appears in a pair, and it is used in order that "a write-in key" may encipher data, 
and in order that a "checking key" may decode data, it is used there. Both writing 
and a checking key may be public or private. A public key is a key supplied to 
others. The nondisclosure of the private key is carried out. 

[0124] Management and security of a key are useful in a success of a public key 
encryption-ized system. In the gestalt of desirable operation of this invention, 
one or more master repositories hold these keys, and draw up the discernment 
certificate used by the repository. 

[0125] When a dispatch repository transmits a message to a receiving repository, 
this dispatch repository enciphers all those data using the public write-in key of 
the receiving repository concerned. A dispatch repository contains a session 



identifier like the identifier of itself, the identifier of a receiving repository, and an 
extraordinary (described below) word (nonce), and the message counter in each 
message. 

[0126] Thus, a communication link can be read by only the receiving repository 
which holds a private checking key to decode (by high probability). An auxiliary 
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data is used in order to protect security from various playback attacks. When it 
arrives with the counter or the old extraordinary word which the message 
mistook, someone can block a communication link and a repository can be 
assumed that the transaction was completed. 

[0127] Each public key for the repository used for encryption is obtained in the 
registration transaction described below. 

[0128] A use transaction is performed in the session between repositories. As 
opposed to the use transaction containing one or more repositories, a 
registration transaction is performed to the financial transaction between a 
repository and a chestnut JITTO server. The 2nd transaction called a log in 
transaction may be required in order to start a session. Although the 
communication channel between repositories is reliable, since it is assumed that 
it is not safe, in order that a non-repository may obtain access to a repository 
which is not lawful, there is a danger that a protocol may be copied. 
[0129] The registration transaction between two repositories is described about 



drawing 16 and 17. The step described is from the viewpoint of the "repository 
-1" which registers discernment into "a repository -2." Registration must be 
symmetrical so that the step of the same set may be repeated to the repository 
-2 which has registered the discernment into the repository -1 . About drawing 16 , 
in step 1601, a repository -1 generates the registration identifier enciphered first, 
and generates a registration message in step 1602. The registration message 
consists of the identifiers, the discernment certificates to a repository -1, and the 
enciphered random registration identifiers of a master repository. It is enciphered 
by the master repository by the private key, and a discernment certificate proves 
that the repository (here, it is a repository - 1) concerned is a real repository. A 
discernment certificate also contains the public key for a repository, repository 
security level, and (if it passes over the time amount, it is shown that a certificate 
is not effective any longer) a time stump. A registration identifier is the figure 
generated by the repository for this registration. To a session, the registration 
identifier concerned is only and is enciphered by the private key of a repository 
-1. The registration identifier concerned is used in order to improve the security 
of authentication by detecting some kinds of communication link base attacks. 
Next, in step 1603, a repository -1 transmits a registration message to a 
repository -2. 

[0130] If a registration message is received, in step 1604, it will be determined 



whether the repository -2 has the public key by which the message concerned is 
needed for a master repository. When it does not have the public key needed for 
a repository -2 decoding a discernment certificate, in step 1618, a registration 
transaction is ended in an error. 

[0131] If a repository -2 assumes that it has a suitable public key, a discernment 
certificate will be decoded in step 1605. In step 1606, a repository -2 saves the 
enciphered registration identifier, and extracts a repository identifier in step 1607. 
In step 1608, the extracted repository identifier is checked to the "hot list" of the 
adopted document repository. In the gestalt of desirable operation of this 
invention, each repository contains the "hot list" of the adopted repository. When 
the repository appears in the "hot list", in step 1618, a registration transaction is 
ended in an error. If, as for a repository, those certificates expire, it can be 
excepted from a hot list and, thereby, a list does not need to grow without limits. 
Furthermore, when a repository holds the shortlist of the hot list certificate 
received before, the repository concerned can avoid the activity which actually 
considers this list. These lists are enciphered by the master repository. The 
minor deformation for the approach for improving efficiency has the repository 
which exchanges the list of identifiers of a hot list certificate first, and is 
exchanged only in the list which has not been received before as a result. A "hot 
list" is held and rationed by the master repository. 



[0132] Please observe that a transaction is sent based on the discernment 
certificate with which other registration messages were created by other master 
repositories that it can require instead of a transaction being completed in an 
error. This is repeated until a discernment certificate without something to say is 
found, or until it is determined that reliance will not be established by it. 
[0133] Repository discernment must be verified when it is assumed that there is 
no repository on a hot list. In other words, a repository -2 needs to verify that the 
repository in the other end (link) is actually a repository -1. This is called a 
performance test, and it is performed in order to prevent invalid access to a 
repository through the fake repository which plays the record of the session 
initiation before between a repository -1 and a repository -2. A performance test 
is started by the repository -2 which generates a performance message in step 
1609. A performance message consists of an extraordinary word (NONSU), the 
identifier of each repository, time amount, and a registration identifier received 
from the repository -1. NONSU is the message generated based on the 
adjustable information on some arbitration (for example, time amount or 
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temperature). This NONSU is used in order that the repository -1 concerned may 
confirm whether exact encryption of a message can actually be developed using 
the private key as which things are required for what the repository -1 saw also 
at once on the message until now. A performance message is enciphered using 



the public key specified within the registration message of a repository -1 . In step 
1610, this performance message is transmitted to a repository -1, and is 
decoded by the repository -1 in step 1611 using that private key. Next, a 
repository -1 is checked in order to confirm whether time amount supports [ in / 
on step 1612 and / the right and step 1613 / in / in the identifier of two 
repositories / forward accuracy and step 1614 / the registration identifier ] the 
identifier which the repository -1 sent. If one of these tests is a rejection, a 
transaction will be ended at step 1616. If these tests pass, in step 1615, a 
repository -1 will be transmitted without enciphering NONSU to a repository -2. 
Next, a repository -2 compares received NONSU with original NONSU in step 
1617. When these are not in agreement, in step 1618, a registration transaction 
is ended in an error. When these are the same, a registration transaction is 
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ended with no problems. 

[0134] If it assumes that this transaction was not completed at this time, these 
repositories exchange the message containing the session key used in all 
communication links during a session, and synchronize a clock. Drawing 17 
shows session information interchange and a clock synchronization step (it is a 
repository again - from a viewpoint of 1). About drawing 17 , a repository -1 
creates the pair of a session key in step 1701. The 1st key is held privately, and 
in order to encipher a message, it is used by the repository -1 . The 2nd key is a 



public key used by the repository -2, and decodes a message. In step 1702, it is 
enciphered using the public key of a repository -2, and this 2nd key is sent to a 
repository -2 in step 1703. If it receives, in step 1704, a repository -2 will decode 
the 2nd key concerned. The 2nd key is used in order to decode a message in the 
communication link following a degree. Each repository's termination of this step 
checks that another repository is a genuine article and, as for both these 
repositories, is communicating with the repository with these original repositories. 
Each repository gives the key used when decoding the further communication 
link during a session to another repository. Since itself is transmitted by the 
public key of only a receiving repository, this key can decode the key used in 
order to decode the continuing message. 

[0135] After being exchanged in the information on a session, a repository must 
take the synchronization of these clocks. The synchronization of a clock is used 
by the repository concerned in order to set up the time base where an 
agreement was reached to financial record of the mutual transaction of these 
repositories. Returning to drawing 17 , in step 1705, by. generating a time stump 
exchange message, a repository -2 starts clock synchronization and transmits 
the message of a step 1706 smell lever to a repository -1: If it receives, in step 
1707, a repository -1 will generate the time stump message of itself, and it will 
transmit it so that the message may be returned to a repository -2 in step 1708. 



In step 1709, a repository -2 describes current time and memorizes the time 
amount received from the repository -1 in step 1710. Current time is compared 
with the time amount received from the repository -1 in step 1711. In step 1712, 
this difference is checked in order to see whether it is over a predetermined 
allowed value (for example, 1 minute). When having exceeded, since the 
repository -2 concerned may show forgery of a repository, in step 1713, a 
repository -2 ends a transaction. When having not exceeded, in step 1714, a 
repository -2 calculates the adjusted time delta. The adjusted time delta is a 
difference with the average of the time amount from the clock time of a 
repository -2, a repository -1 , and a repository -2. 

[0136] In order to attain a higher precision, a repository -2 requires time amount 
again to the count (for example, 5 times) of fixed, repeats a clock 
synchronization step, and averages the result. 

[0137] The 2nd session initiation transaction is Login transaction (log in 
transaction). Login transaction It is used in order to check the truth of the user 
who demands a transaction. Login transaction It is prudent, especially 
concerning the authorization of the financial transaction charged to a credit 
server. Login transaction A dialogue with the credit server corresponding to the 
user and repository in a user interface is included. The information exchanged 
here is Personal Identification Number (PIN) offered by the user, in order to 



discriminate self from the log in string supplied by a repository / credit server in 
order to identify the very thing to a user to a credit server (personal identification 
number). When the user has accessed to the credit server by different repository 
from the repository in which the user interface resides permanently, 
informational exchange is enciphered using public and the private key of each 
repository. 

[0138] Billing Transaction (claim transaction) is related with the transaction on 
money with a credit server. A claim transaction is performed when all other 
conditions are fulfilled, and dues are required in order to permit this demand. 
When the most, a claim transaction is well understood in the technical field 
concerned. These transactions exist between a repository and a credit server or 
between a credit server and a claim clearing house. That is, the transaction 
demanded is registration for : and repository, and user containing the following 
to set those genuine articles to a credit server, and LOGIN. Transaction. These 
transactions are completely internal transactions when a repository and a credit 
server are performed as single system. 

- Registration and LOGIN by which a credit server sets the genuine article to a 
claim clearing house Transaction. 

- Assign-fee transaction for assigning a tariff. The information in this transaction 
includes the list of claims from the identity of the repository in a transaction 



identifier and a transaction, and the applicable part of a digital work piece. This 
information is also included when a certain abnormality situation, for example, 
jamming etc., occurs in a transaction. 

- Begin-charge transaction for assigning a claim (claim initiation transaction). If 
this transaction removes being used for accounting use, it is the same as a tariff 
allocation transaction (Assign-fee transaction) almost. In addition, this 
transaction includes dues information with a tariff allocation transaction. Next, a 
credit server plays the role which runs a clock. 

- End-charge transaction which ends the claim to accounting use. (In 
deformation of this approach, a repository exchanges periodic claim information 
for every time amount block.) 

- Report-chargestransaction between a personal credit server and a claim 
clearing house (notice transaction of a claim). This transaction is a claim (billing). 
In a period, it is called at least at once. This is used in order to pass the 
information about a claim. On a loan card, if needed, this transaction is used in 
order to update a limit of balance (loan contrast) information and a credit. 
[0139] Transaction ID is given to all claim transactions and it is notified to a credit 
server by both a server and the client. By this, when one person of the party of a 
transaction loses a banking card, the possibility of loss of claim information is 
mitigated and the check to forgery of a system is performed. 



[0140] The demand of use may be processed after a session initiation 
i transaction is completed. It is used in order to call the repository in the requester 
mode in which the vocabulary "a requester" starts a demand in order to simplify 
description of the step performed when processing a use demand. The 
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vocabulary "a server" also contains the digital work piece for which it asks while 
being used in order to call the repository in server mode. In the case of a large 
number like the demand of whether a work piece is printed or to peruse, a 
requester and a server may be the same devices and the transaction described 
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below may completely be an internal transaction. In such an instance, some 
transaction steps [ like ] which are registration transactions do not need to be 
performed. 

[0141] There are some common steps which are a part of all semantics 
(semantics) of a royalty transaction. These steps are called a common 
transaction step. There are two steps, an "opening" step and "closing" step. For 
simplification, these are listed in this invention rather than it repeats them in all 
description of a royalty transaction. 

[0142] A transaction can direct Digital work containing some digital work pieces, 
a perfect digital work piece, or other digital work pieces. Although not described 
by the detail in this specification, even the folder which consists of two or more 
digital work pieces can direct a transaction. The vocabulary "a work piece" is 



used in order to direct the part of the arbitration of the digital work piece 
accessed, or the set of arbitration. 

[0143] Many of steps include determining whether specific conditions are fulfilled. 
A certain thing is remembered [ royalty / each / have / one or more conditions 
which must be fulfilled before using a right / have / you / I / ** ]. A digital work 
piece has a part and a part has a part. A different part can have a different right 
and a different tariff. Therefore, it is required to verify that a requirement is 
satisfied to all the parts contained in a transaction, or [ that the right exists in 
short ] -- and the conditions for using are fulfilled — when directed on that check, 
it has intention so that the related part of a work piece may be alike, respectively 
and such all checks may receive and occur. 

[0144] Drawing 18 shows the first common opening and closing step for a 
transaction. At this time, registration occurs and it is assumed that the "reliable" 
(trusted) session is kept in the proper place. A general-purpose test is a test to 
the royalty corresponding to some folders containing the folder in the high order 
in the folder containing a work piece, or a file system hierarchy. These tests 
support the requirement imposed on the work piece as a result which the work 
piece suited on the specific repository against work-piece itself attaching to the 
work piece. Before using the right to which the requester supports the 
transaction concerned before starting a use transaction in step 1801 about 



drawing 18 , all the general-purpose tests demanded are performed. For 
example, you may perform in order to require that a requester should have an 
authorization certificate before using a right for the right of install, the right of 
uninstallation, and the right of deletion (software). Other examples are the 
requirements that a digital ticket is shown and punched, before a digital work 
piece is copied to a requester. If either of the general-purpose tests is a rejection, 
a transaction will not be started in step 1802. If it assumes that the test 
demanded in this way was passed in response to the use demand, in step 1803, 
a server will generate the transaction identifier used for record or a notice of a 
transaction. Next, a server confirms whether the right corresponding to the 
demanded transaction was permitted to the digital work piece in step 1804. 
When the right corresponding to the demand concerned is not permitted to a 
digital work piece, a transaction is ended in step 1805. When the demanded 
right is permitted to a digital work piece, a server determines whether the various 
conditions for using a right were fulfilled. The conditions of time base are 
examined in step 1806. These conditions are checked by examining the time 
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specification over the version of a right. When neither of the conditions is fulfilled, 
a transaction is ended in step 1805. 

[0145] When the conditions of time base are fulfilled, in step 1807, a server 
checks security and an access condition. In the following cases, such security 



and an access condition are fulfilled. 

1) Be in a high-order security class from the security class or it as which the 
requester was specified. 

2) The server has passed all the specified authorization tests. 

3) A requester needs to pass all the specified authorization tests and have all the 
demanded digital tickets. 

When neither of the conditions is fulfilled, a transaction is ended in step 1805. 
[0146] If it assumes that all of security and an access condition were filled, in 
step 1808, a server will check copy count conditions. When a copy count is 
equal to zero, a transaction cannot be completed but a transaction is ended in 
step 1805. 

[0147] If it assumes that a copy count is not equal to zero, in step 1809, the copy 
of a server currently used for the demanded right will be equal to the copy count 
for the demanded right (or related part), or it will confirm whether be more than it. 
A copy in use is larger than a copy count, or when equal, this shows that the 
royalty over the version of a transaction was used up. Therefore, in step 1805, a 
server ends a transaction. When there are few copy counts than the copy 
currently used for the transaction, a transaction is continued and the increment 
only of the number of the digital work pieces with which the copy currently used 
was demanded in the transaction concerned is carried out in step 1810. 



[0148] Next, a server confirms whether, in step 1811, the digital work piece has 
"Loan" access privilege **. Since the right may remain even if all copies are lent 
out, a "Loan" access right is a special case. When the digital work piece has 
"Loan" access privilege **, in step 1812, it checks in order to see all copies 
whether lent out or not. The number of the lent-out copies is Copy-Counts to all 
the versions of the loan right of a digital work piece. It is the sum total. The figure 

■ 

related about a compound work piece is the minimum number like the sum total 
of each component of a compound work piece. When all copies are lent out, the 
remaining rights are determined in step 1813. The remaining rights are 

• » 

determined from the remaining right specification of the version of the right of 
"Loan". Only in the case of one, decision is simple for the right of "Loan", the 
right to which the specification of the remaining rights was carried out in the 
version of the right of Loan or Remaining-Rights: It is nothing when not 
specified. When there are two or more versions of the right of Loan, and when all 
the copies of all versions are lent out, the remaining rights are taken as the 

» 

minimum set (intersection) of the right which remains over all the versions of the 
right of Loan. In step 1814, it is determined whether a server has the demanded 
set in the set of the remaining rights. When there is no demanded set into the set 
of the remaining rights, in step 1805, a server ends a transaction. 
[0149] When Loan is not the royalty of a digital work piece, or when the right 



which no copies were lent out or was demanded is in the set of the remaining 
rights, the conditions of the tariff to the right are checked in step 1815. This starts 
the various financial transactions between a repository and the credit server 
corresponding to it. Furthermore, all accounting of use to a digital work piece is 
started. If the financial transaction of arbitration goes wrong, a transaction will be 
ended in step 1805. 

[0150] Please note that the sequence that conditions are checked does not need 
to follow in order of step 1 806 thru/or 1815. 

[0151] Now, a right specification step is performed and is expressed at this time 
as step 1816. This right specification step is described by the detail by the 
following. 

[0152] A common closing transaction step is performed. Each of a closing 
transaction step is performed by the server after a transaction is completed 
safely. If it returns to drawing 18 , in step 1817, the decrement only of the copy 
number by which the value of the copy currently used to the demanded right is 
included in the transaction concerned will be carried out. Next, when a right has 
a toll specification by measuring, in step 1818, a server subtracts the time 
amount which has passed since Remaining-Use-Time corresponding to the right 
to all the parts contained in the transaction. When there is finally a tariff 
specification corresponding to a right, in step 1819, a server starts an 



End-Charge (claim termination) financial transaction, in order to check a claim. 
[0153] The important part which should be taken into consideration is a transfer 
of the digital work piece from a server to a requester. The transfer protocol 
described in this specification is related with the event generated after an 
effective session is created. A transfer protocol must deal with the 
communication link interruption case between repositories. Active jamming like 
the noise impregnation to a communication channel can be detected by 
completeness checking (for example, parity, a checksum, etc.). Although the 
completeness checking concerned is incorporated in the transmission protocol, 

* 

it is not explained to a detail in this specification. 

[0154] The target used as the base of a transfer protocol is preventing some 
failure modes [ like ] which are active jamming by intentionally [ of a 
communication channel ], or accident. For example, it is assumed that the card 
with which a user has a credit server in near specific time amount in the end of a 
transaction was lengthened. There must not be no defenseless time amount 
which fails to count correctly the copy number of the work piece with which the 
repository was created by what "a card is lengthened for." In short, after using a 
digital work piece, there must not be no time amount to which a party can 
destroy connection as a means for avoiding payment. 

[0155] When a transaction is blocked (and failure), both repositories recover 



accounting to the condition of a digital work piece and the digital work piece 
concerned before failure, and module record of failure itself. 
[0156] Drawing 19 is a condition block which shows the step in the process in 
which information is transmitted during a transaction. Each box is set they to be 
[ any in server mode (on the central dotted line 1901), or requester mode (under 
a dotted line 1901) ], and shows the condition of a repository. The arrow head of 
a continuous line expresses transition between conditions. The arrow head of a 
dashed line expresses messaging between repositories. The message arrow 
head of the dashed line indicating the transition arrow head of a continuous line 
is interpreted as meaning that transition occurs, when a message is received. 
The arrow head of the transition by which label attachment is not carried out is 
generated unconditionally. Other labels in a state-transition arrow head describe 
the conditions which carry out the trigger of the transition. 

[0157] About drawing 19 , a server has a new transaction in the condition of 
1902 started through the start message 1903 first. This message includes 
transaction information including a transaction identifier and the count of a block 
of the data transmitted. At first, the requester who is in a standby condition in 
1904 performs the data standby condition 1905. 

[0158] A server performs the data transfer condition 1906, transmits a data block 
1907 and then performs standby of the acknowledgement condition 1908. If data 



are received, when a requester performs the data reception condition 1909 and 
a data block is received completely, it will perform the acknowledgement 
condition 1910 and will transmit Acknowledgement message 1911 

* 

(acknowledgement message) to a server. 

[0159] When sending more blocks, a server is a requester to Acknowledgement 
message. It stands by until it receives. Acknowledgement message If received, a 
server will stand by delivery and acknowledgement again to a requester in the 
following block. This requester also repeats the same condition cycle. 
[0160] When failure in a communication link is detected before the server sent 
the last block, the server concerned goes into the cancellation condition 1912 
that a transaction is canceled. When similarly failure in a communication link is 
detected before the requester received the last block, the requester concerned 
goes into the cancellation condition 1913. 

[0161] When the block which it is going to send is lost, a server commits a 
transaction (delegation) and stands by the last Acknowledgement 
(acknowledgement) in a condition 1914. Acknowledgement message of last 
[ server ] Although a server commits a transaction too when failure in a 
communication link is before receiving, the notice about the event to the credit 
server in a condition 1915 is included. This notice achieves two purposes. This 
notice assists completely making lawful the opinion by the user about what was 



charged as a thing who received the digital work piece which was not received. 
Furthermore, this assists identifying the repository which has a doubtful use 
pattern and active jamming, and communication link Rhine. A server performs 
the completion condition 1916 next. 

[0162] On the requester side which does not already have the block which it is 
going to receive, a requester commits the transaction of a condition 1917 smell 
lever. Although a requester will notify that failure in a condition 1918 to a credit 
server if a requester detects failure in the communication link in this condition, 
committing that transaction is still continued. When a requester commits, it 
sends an acknowledgement message to a server. A server goes into the 
completion condition 1919 next. 

[0163] When all the data blocks are handed over, a key characteristic is 
committing the transaction concerned, while canceling a transaction, when a 
transaction is blocked before all the data blocks were handed over for both the 
server and the requester. 

[0164] a server — all data blocks - having sent (and it having committed) -- the 
requester has not received all or has possibility that the transaction is canceled. 
In this case, probably, the repository of both ** detects failure in a 
communication link, and notifies it to the credit server of this repository. Since it 
is dependent on the very exact timing of failure in a communication link, probably 



this case is ****. As for the only result, the user in a requester repository desires 
refundment from credit service, and the case over this refundment is proving 
[ notice / by both repositories ]. 

[0165] In order to prevent a loss of data, a server must not delete all the 
transmitted digital work pieces until it receives the last acknowledgement from a 
requester. However, don't use a server or a file, either. The approach of the 
common knowledge which processes this condition is called "2 Phase 
commitment" or 2PCs (2 phase commit). 

[0166] "2 Phase commitment" acts as follows. The 1st phase acts like the 
approach shown above. A server sends all data to a requester. Both repositories 
are marked as what was not committed by the transaction (and suitable file). A 
server is ready-to-commit. A message is sent to a requester. A requester does 
the return of the acknowledgement. Next, a server commits and sends a 
commitment message to a requester. When a requester receives a commitment 
message, a requester commits a file. 

[0167] When there are a communicative failure or other communicative crash, a 
requester has to do the check back with a server, in order to determine the 
situation of a transaction. The server has the last WORD to this. Although the 
requester may have received all data, when the requester has not got the last 
message, the requester has not committed. Since it is that it is sudden before 



that the file was transmitted completely starts 2PC cycle once a server commits, 
a server can go on and can delete a file (except for transaction record). 
[0168] Well-known deformation is in the technical target which can be used in 
order to attain the same effectiveness. For example, when a server transmits a 
work piece to a client, additional encryption level can be used. Only after a client 
sends the receipt information on message acknowledgement, this client sends a 
key. Next, a client agrees on the payment to a digital work piece. The point of 
this deformation is to offer the clear accounting hysteresis of the client having 
received the work piece. However, about a system with trust, this deformation 
does not bring about the real gain of accounting capacity by the addition of 
encryption level. 

[0169] The transaction to a specific royalty is explained below. Copy Transaction 
(copy transaction) — an EQC -- or it is the demand for creating one or more 
independent copies of a work piece which have a little few royalties. A copy 
differs from the right of an extract explained later with the point of directing the 
whole folder in which it contains the whole digital work piece or a digital work 
piece. Copy actuation cannot be used in order to remove a part with a digital 
work piece. 

- A requester sends a message so that Copy Transaction may be started to a 
server. This message shows the destination address (location in folder) 



information for arranging the version of the work piece copied and the copyright 
used for a transaction, and a work piece, the file data (size is included) to a work 
piece, and demanded copy number of copies. 

- A repository performs a common opening transaction step. 

- A server transmits the contents and data which were demanded to a client 
according to a transfer protocol. When the version of a right is provided with 
Next-Set-Of-Rights, these rights are transmitted as a right to a work piece. An 
original right is transmitted when that is not right. The Copy-Count field to the 
copy of the digital work piece which has been sent in all cases is set to 
demanded copy number of copies. 

- A requester records the contents of the work piece, data, and a royalty, and 
memorizes this work piece. A requester records the date and time amount by 
which the copy was created into the attribute of a digital work piece. 

- A repository performs a common closing transaction step. 

[0170] Transfer transaction (transfer transaction) is the demand for moving the 
copy of a work piece which has an EQC or a little few royalties to other 
repositories. In contrast with CopyTransaction, this will remove a work-piece 
copy from a server. 

- A requester sends a message so that Transfer transaction may be started to a 
server. This message shows the file data for the destination address information 



for arranging the version of the work piece transmitted and the right of a transfer 
used in the transaction concerned, and a work piece, and this work piece, and 
the copy number contained. 

- A repository performs a common opening transaction step. 

- A server transmits the contents and data which were demanded to a requester 
according to a transfer protocol. When the version of a right is provided with 
Next-Set-Of-Rights, these rights are transmitted as a right to a work piece. An 
original right is transmitted when that is not right. In both cases, the Copy-Count 
field to the transmitted right is set to demanded copy number of copies. 

- A requester records the contents of the work piece, data, and a royalty, and 
memorizes this work piece. 

- Only the copy number by which a server is contained in the transaction 
concerned carries out the decrement of the copy count, 

- A repository performs a common closing transaction step. 

- When the copy number which remains in the server is current zero, a digital 
work piece is eliminated from memory. 

[0171] Loan transaction (lending out transaction) is a mechanism for lending out 
the copy of a digital work piece. The maximum period of this loan is determined 
by the internal parameter of a digital work piece. A work piece is automatically 
returned after a predetermined period. 



- A requester sends a message so that Loan transaction may be started to a 
server. This message shows the file data for the destination address information 
for arranging the version of the work piece lent out and the right of a loan used in 
the transaction concerned, and a work piece, the copy number included, and a 
work piece, and the period of a loan. 

- A server checks the demanded effectiveness of a period of loan, and when this 
period is not effective, end in an error. The loan to the lent-out copy cannot 
exceed the original period of loan to a server. 

- A repository performs a common opening transaction step. 

- A server transmits the contents and data which were demanded to a requester. 
When Next-Set-Of-Rights is offered, these rights are transmitted as a right to a 
work piece. It is transmitted, after an original right is updated so that a period of 
loan may be reflected when that is not right. 

- A requester records the contents of the work piece, data, a royalty, and a 
period of loan, and memorizes this work piece. 

- A server updates the royalty information in a digital work piece so that the 
lent-out copy number may be reflected. 

- A repository performs a common closing transaction step. - A server updates 
the royalty data to a digital work piece. This excepts use of this work piece until a 
work piece is returned. The user who is present in a requester platform can use 



the copy to which the digital work piece was transmitted here. The user who has 
accessed the original repository cannot use a digital work piece, unless the copy 
remains. Next, generating depends in order of the event in time amount. 
Case 1 : When it lends out, and the time amount of a period is not used up yet but 
a requester sends Return message (return message) to a repository, - return 
message includes requester discernment and Transaction ID. 

- Only copy number of copies to which the server was returned carries out the 
decrement of the copy in use. (When the number of the returned digital work 
pieces is larger than the actually lent-out number, it is processed as an error.) 
This step can confirm a work piece in the server to other users here. 

- A requester makes the copy an invalid and removes the contents from memory. 
A requester ends all current use and eliminates a digital work-piece copy from 
memory, make it any — although a work piece is returned automatically, a 
requester lending out and returning a work piece earlier than a period is 
assumed. One of the early reasons for return is existence of the tariff by 
measuring which lends out and determines cost. Early return can reduce this 
tariff. 

Case 2: When it lends out, the time amount of a period is used up and the 
requester has not sent Return message yet, - server carries out the decrement 
only of the number of the digital work pieces lent out in the copy field in use. 



- A requester makes the copy of a digital work piece an invalid automatically. 
The requester concerned ends all current use and eliminates a digital 
work-piece copy from memory, make a work piece into any — in spite of being 
returned automatically, a requester lending out and returning a work piece 
earlier than a period is assumed. One of the reasons for early return is existence 
of the tariff by measuring which lends out and determines cost. Early return can 
reduce this tariff. 

[0172] Play Transaction (playback transaction) is the demand for using the 
contents of the work piece. Generally, "reproducing (play)" a work piece is 
sending to a digital work piece through a kind of a certain kind like a loudspeaker 
or a display device of transducer. This demand has suggested having intention 
so that these contents may not communicate at a digital ceremony to an alien 
system. For example, these contents are sent to a printer, or they are recorded 
on a digital medium, are held after a transaction, or are sent to other repositories. 
[0173] The vocabulary "playback (Play)" is natural to examples, such as musical 
playback, playback of a movie, or playback of video game. A reproductive 
general gestalt means that a "player" is used, in order to use a digital work piece. 
However, this vocabulary "playback" covers all record media and record classes. 
Therefore, in order to read it, saying a certain man "reproduces" a digital work 
piece, it means carrying out a rendering, or it means performing it, saying 



"reproducing" a computer program. About a digital ticket, a player can also 
become a digital ticket agent. 

- A requester sends a message so that Play Transaction may be started to a 
server. This message shows the version of the work piece reproduced and the 
right of playback used in the transaction concerned, discernment of the player 
currently used, and the file data to a work piece. 

- A server checks the effectiveness of discernment of a player, and the 
compatibility of the player specification on this player discernment and a right. 
When these are not filled, it ends in an error. 

- A requester performs a common opening transaction step. 

- The server and the requester perform read-out of the block of data, and writing 
as they were required by the player according to the transfer protocol. A 
requester reproduces the contents of the work piece using a player. 

- When a player is completed, a player and a requester remove the contents 
from those memory. 

- A repository performs a common closing transaction step. 

[0174] Print transaction (print transaction) is the demand for acquiring the 
contents of the work piece concerned, in order to carry out the rendering 
(drawing) of the contents of the work piece on a "printer." We use the vocabulary 
"a printer" so that the common case written in a form in ink may be included. 



However, the main modes of "printing" in use of this vocabulary of ours are the 
locations on the outside of protection of a royalty, and are to create the copy of a 
digital work piece. This may require a special authorization certificate like all 
rights. 

[0175] Once a digital work piece is printed, it will be restricted by whether a 
publisher and a user are effective of what kind of the Copyright Act. However, 
printing moves those contents out of control of a repository. For example, when 
other operation mechanisms cannot be found, once a digital work piece is 
printed on a form, the digital work piece can be copied with the usual copying 
machine, without being blocked by the repository which collects a toll. When the 
printer to a digital desk is permitted, this digital copy exists out of control of a 
royalty. Although not tacitly agreed with the copy which invades such the 
Copyright Act on a creator by any means, both the creator and the user know 
this. 

- A requester is Print transaction to a server. A message is sent so that it may 
start. This message shows the file data for discernment of the work piece 
reproduced and the printer used, and a work piece, and the copy number 
demanded. 

- A server checks the effectiveness of printer discernment, and the compatibility 
of the printer specification on printer discernment and a right. When these 



conditions are not fulfilled, it ends in an error. 

- A repository performs a common opening transaction step. 

- A server transmits the block of data according to a transfer protocol. 

- A requester prints the contents of a work piece using a printer. 

- When a printer is completed, a printer and a requester remove these contents 
from those memory. 

- A repository performs a common closing transaction step. 

[0176] Backup transaction (backup transaction) is the demand for creating the 
backup copy of a digital work piece as protection to failure of a medium. In the 
contents of the repository, security backup copy differs from other copies in the 
following three points. (1) Such security backup copy is created under control of 
Backup transaction instead of Copy transaction. (2) Don't count these as a copy 
of normal. (3) These are not usable as a copy of normal. Generally, backup copy 
is enciphered. 

[0177] Although backup copy is therefore transmitted to the right assigned to 
these or it is copied, those playbacks, a print, or in order to embed (embedding), 
the only approach for making backup copy useful is restoring them. 
[0178] The outputs of Backup operation (backup actuation) are both the 
enciphered data file including the contents of the work piece, and description, 
and a restoration file which has the cryptographic key which restores the 



enciphered contents. It depends for the data file which was enciphered in many 
cases only on the encryption for security, and it has a right for "printing" this 
output on the disk of the outside of a protection system. Such a file is physically 
memorizable in a safe and convenient place. A restoration file is held in a 
repository. This file is required because of restoration of backup copy. This file 
can have a right for the transfer between repositories. 

- A requester sends a message so that Backup transaction may be started to a 
server. This message shows the destination address information for arranging 
the version of the work piece backed up and the right of backup used in the 
transaction concerned, and backup copy, and the file data to a work piece. 

- A repository performs a common opening transaction step. 

- A server transmits the contents and data which were demanded to a requester. 
When Next-Set-Of-Rights is offered, these rights are transmitted as a right to a 
work piece. When that is not right, the default right set to an original backup file 
is set by the server. 

- A requester records the contents of the work piece, data, and a royalty. Next, it 
creates the key of use once next and enciphers a contents file. It saves key 
information in a restoration file. 

- A repository performs a common closing transaction step. 

[0179] In some cases, in order to protect a magneto-optics-storage system or 



off-lirie storage like a magnetic tape, it is convenient that a lot of enciphered 
contents file can be archived (storage). Creation of a non-repository archive file 
is safe the same degree as an encryption process. It is considered that such a 
non-repository archive store is the format of "printing", and it is controlled by the 
right of a print which has specific "archive printer." An archive printer device is 
programmed to carry out off-line preservation of the enciphered contents file 
(however, for it not to be a description file) to be searched. 
[0180] Restore transaction (restoration transaction) is the demand for changing 
into an usable copy the backup copy as which the digital work piece was 
enciphered. It has the intention of a reset action so that it may be used in order 
to compensate failure of the medium by disaster. The right of restoration can 
contain a tariff and access test including an authorization check like all royalties. 

- A requester is Restore transaction. A message is sent to a server so that it may 
start. This message shows the destination address information for arranging the 
version of the work piece restored and the right of restoration used in the 
transaction concerned, and a work piece, and the file data to a work piece. 

- A server verifies that a contents file is usable (that is, the digital work piece 
corresponding to this demand is backed up). When a contents file is not usable, 
a transaction is ended in an error. 

- A repository performs a common opening transaction step. 



- A server searches a key from a restoration file. The server concerned decodes 
the contents of a work piece, data, and the code of a royalty. 

- A server transmits the contents and data which were demanded to a requester 
according to a transfer protocol. When Next-Set-Of-Rights is offered, these 
rights are transmitted as a right to a work piece. When that is not right, the 
default right set to an original backup file is transmitted by the server. 

- A requester memorizes a digital work piece. 

- A repository performs^ common closing transaction step. 

[0181] Delete transaction (deletion transaction) deletes much copies of a digital 
work piece or the digital work piece from a repository. In practice, all digital work 
pieces have the right of deletion. 

- A requester sends a message to a server so that Delete transaction may be 
started. This message shows the version of the right of deletion for the work 
piece deleted and the transaction concerned. 

- A repository performs a common opening transaction step. 

- A server deletes a file and eliminates it from a file system. 

- A repository performs a common closing transaction step. 

[0182] Directory transaction (directory transaction) is the demand to a folder, a 
digital work piece, and the information about those parts. This is TENEX if it 
removes being used widely to the access specification of the royalty language of 



full power. It is the almost same view as the protection code in the conventional 
file system [ like ]. 

[0183] Directory transaction It has the important role which passes description of 
the right and tariff corresponding to a digital work piece. When a user wants to 
use a right, the user interface of a user's repository creates a directory demand 
tacitly, in order to determine the version of an usable right. Generally, it has the 
selection candidate of a different claim to use of a right, and a user is provided 
with these. Thus, many Directory transaction It is not visible to a user's eye and 
uses as a part of usual process of using all rights. 

- A requester is Directory transaction. A message is sent to a server so that it 
may start. This message shows the version of the file which is the origin of a 
directory demand or a folder, and the right of a directory used for the transaction 
concerned. 

- A server verifies that the information to a requester is accessible. It sets in 
these directory specifications especially, and is HIDE-NAME. The return of the 
name of all the files that have a condition (concealment of an identifier) is not 
carried out, and the return of all the folders that have HIDE-PARTS 
(concealment of a part) in these specifications, or the part of a file is not carried 
out. When information is not accessible, a server ends this transaction in an 
error. 



- A repository performs a common opening transaction step. 

- A server sends the demanded data to a requester according to a transfer 
protocol. 

- A requester memorizes data. 

- A repository performs a common closing transaction step. 

[0184] Folder transaction (folder transaction) is the demand for creating and 
renaming a folder (modification of an identifier), or moving a work piece among 
folders. With Directory rights (right of a directory), Folder rights (holder) controls 
the degree by which the configuration of a repository can be accessed or 
corrected from other repositories. 

A requester sends a message to a server so that Folder transaction may be 
started. This message shows the version of the holder for the folder which is the 
origin of a folder demand, and the transaction concerned, actuation, and data. 
Actuation may be one of creation of a file, renaming, and migration. This data is 
a specification demanded from actuation like the specification of a folder or a 
digital work piece, and a name. 

- A repository performs a common opening transaction step. 

- A server performs demanded actuation. For example, migration of the work 
piece between folder creation, folder renaming, or a folder is performed. 

- A repository performs a common closing transaction step. 



[0185] Extract transaction (extract transaction) is the demand for creating the 
new work piece which copies some digital work pieces and contains it. Extract 
transaction It differs from a copy in that it may be used in order to make some 
digital work pieces separate from d-block or shell by which an additional limit or 
an additional tariff has been arranged. It differs also from edit actuation in that it 
is only the embedding into d-block of a work piece, and extract actuation does 
not change the contents of the work piece. An extract creates a new digital work 
piece. 

- A requester is Extract transaction to a server. A message is sent so that it may 
start. This message shows the file data for the destination address information 
for arranging the part of the work piece extracted, the version of the right of an 
extract used in the transaction concerned, and its part as a new work piece, and 
a work piece, and the copy number contained. 

- A repository performs a common opening transaction step. 

- A server transmits the contents and data which were demanded to a requester 
according to a transfer protocol. When Next-Set-Of-Rights is offered, these 
rights are transmitted as a right to a new work piece. An original right is 
transmitted when that is not right. The Copy-Count field to this right is set to the 
copy number demanded. 

- A requester records contents, data, and a royalty and memorizes this work 



piece. A requester records the time by which a new work piece was created in 
the attribute of a work piece. 

- A repository performs a common closing transaction step. 

[0186] In order that Embed transaction (embedding transaction) may use a 
digital work piece as some other digital work pieces or may enable the addition 
of a tariff with the distributor of a work piece, it is the demand for adding shell or 
d-block. 

- A requester is Embed transaction. A message is sent to a server so that it may 
start. This message shows the destination address information for arranging the 
version of the work piece incorporated and the right of embedding used for the 
transaction concerned, and a part as a work piece, the file data for work pieces, 
and the copy number contained. 

- A server checks the control specification over all the rights in a part and the 
destination. When incompatible, a server ends a transaction in an error. 

- A repository performs a common opening transaction step. 

- A server transmits the contents and data which were demanded to a requester 
according to a transfer protocol. When Next-Set-Of-Rights is offered, these 
rights are transmitted as a right to a work piece. An original right is transmitted 
when that is not right. It is set to the copy number as which the Copy-Count field 
to this right is required. 



- A requester records contents, data, and a royalty and builds a work piece into a 
destination file. 

- A repository performs a common closing transaction step. 

[0187] Edit transaction (edit transaction) is the demand for creating a new digital 
work piece by copying, choosing and changing the part of an existing digital 
work piece. This actuation can actually change the contents of the digital work 
piece. It depends for the class of modification permitted on the process currently 
used. Edit as well as extract actuation operates on the part of a digital work 
piece. In contrast with extract actuation, edit does not influence the right or 
location of a work piece. The class of modification permitted is determined by the 
type specification of the processor specified in these rights. In the gestalt of 
desirable operation of this invention, Edit transaction changes the work piece 
itself and does not create a new work piece. However, it is a change rational to 
making the new copy of a work piece create. 

- A requester sends a message to a server so that Edit transaction may be 
started. This message shows the process ID for the version of the work piece 
edited and the editorial rights used for the transaction concerned, the file data for 
work pieces (size is included), and the process concerned, and the copy number 
contained. 

- A server checks compatibility to all the process ID specifications in the right of 



the process ID used by the requester. When incompatible, this transaction is 
ended in an error. 

- A repository performs a common opening transaction step. 

- A requester uses the process concerned, in order to change so that [ the 
contents of the digital work piece ] it may be asked for them. (For example, a 
requester can choose and copy some digital work pieces, and can connect it 
with other information, or can calculate a function based on information.) This is 
equivalent to editing a text, music, or an image (picture) or using other steps 
useful although a derivative (sequence) work piece is created for arbitration after 
all. 

- A repository performs a common closing transaction step. 

[0188] Since the work piece of a wide range class is covered, Edit transaction 
(edit transaction) is used. The process which takes the part of the arbitration of a 
digital work piece as an input, next changes this input by a certain approach is 
the category of this transaction. For example, about a text, the process for 
editing this text requires editorial rights. It is considered that the process which 
"epitome" Carries out or counts the WORD in a text is also edit, a music file — 
being related - processing - modification of a pitch or II Tempo, or the addition 
of an echo (echo) — or — all — others — the audio effectiveness can be included. 
About digital video, what changes an image needs editorial rights. They are 



clear-izing of the image by choosing coloring, a scaling (enlarging or contracting), 
the extract of a still photograph, and a frame, joining together as an example, 
and creating a storyboard, and signal processing, and others. 
[0189] That creator may want to protect how many authentications of their work 
piece (work) by restricting the class of process performed (on a work piece). 
When there are no editorial rights, processing is not permitted at all. A processor 
identifier can be contained in order to specify what kind of process is permitted. 
The processor of arbitration may be used when a processor identifier is not 
specified, disagreeable in being colored, although a photographer may authorize 
use of his photograph about an example of a specific process — it may be ****. 
although a musician may authorize the extract of the part his work, it is 
disagreeable to change a gradation property - it may be ****. 
[0190] Many approaches have an authorization transaction in defining. It is that 
one desirable approach defines them briefly about other transactions which we 
already need for a repository below. Thus, although it is often easy to describe 
an "authorization transaction", these transactions consist of other transactions 
which the repository has already had in fact. 

[0191] A royalty can specify authorization-ID which identifies an authorization 
object (digital work piece in a standard format file), and the repository concerned 
must process it while the repository must own this authorization object. 



Authorization is given to the generic authorization (or ticket) server of the 
repository which starts decode of the authorization concerned. 
[0192] As stated above, this server identifier of authorization may be a generic 
authorization server or other servers including a server identifier. When a remote 
authorization server is required, a server can include the digital address. The 

T 

server concerned can contain a digital certificate further. 

[0193] When a remote authorization server is required, an authorization process 
performs the following steps to the beginning. 

- A generic authorization server tends to set up a communication channel (setup). 
(When a channel is not set up, authorization goes wrong in an error.) 

- When a channel is set up, perform a registration process by the remote 
repository. (When registration goes wrong, authorization goes wrong in an 
error.) 

- After registration is completed, a generic authorization server calls "playback" 
transaction by the remote repository, and supplies the authorization document 
as a digital work piece reproduced, and the remote authorization server 
(program) as a "player." (When a player is not found or the player has some of 
other errors, authorization is ended in an error.) 

- An authorization server "reproduces" authorization next. This includes 
decoding it using either of the session keys from the repository which transmitted 



the public key of a master repository or it which published the certificate. An 
authorization server performs various tests. These tests change with 
authorization servers. These contain a step which checks issue and the shelf-life 
of authorization and checks the hot list of invalid authorization known, it is like 
[ an authorization server checks a directory on a repository, and finds someone 
who sends a password, or ] playback of some other digital work pieces -- all — 
others it can be required that a transaction should be performed. Further, an 
authorization server may call some special processes, in order to check a 
location or the information about the latest event. The "script" about such a step 
is contained in the authorization server. 

- When all the steps demanded are completed perfect, an authorization server 
ends a transaction normally and sign that this authorization was permitted. 
[0194] Install transaction (install transaction) is the demand for installing a digital 
work piece as software which can be performed on a repository. In a common 
case, a requester repository is a rendering repository and this software is the 
player of a new class or a high version. In a still more common case, software is 
copied to the file system of the requester repository concerned, before a 
requester repository is installed. 

- A requester is Install to a server. A message is sent. This message directs the 
file data for the version of the work piece installed and the right of install called, 



and its work piece (that size is included). 

■ • 

- A repository performs a common opening transaction step. 

- A requester extracts the copy of the digital certificate for software. When this 
certificate is not found or the master repository to this certificate is not told to a 
requester, a transaction is ended in an error. 

- A requester records the key, the compatibility information, and the forged check 
code for decoding discernment of a creator, and software with a feeder while 
decoding a digital work-piece certificate using the public key of a master 
repository. (This step attests software.) 

- A requester decodes software using the key from a certificate, and calculates a 
check code on a requester using an one-way Hash Function. When a check 
code does not carry out a sign to the forged check code from a certificate, an 
installation transaction is ended in an error. (This step ensures to have not 
forged the contents of the software containing various scripts.) 

- A requester searches an instruction in a compatibility check script, and follows 
them up. When a repository and compatibility do not have software, an 
installation transaction is ended in an error. (This step checks the compatibility of 
a platform.) 

- A requester searches an instruction in an installation script and follows them up. 
When there is an error in this process (for example, inadequate resource), a 



transaction is ended in an error. An installation process should note arranging 
the software which can be performed to the repository which cannot be 
accessed any longer as a work piece for using the royalty of the arbitration 
except performing software as a part of repository actuation when performing 
other transactions. 

- A repository performs a common closing transaction step. 

[0195] Uninstall transaction (uninstallation transaction) is the demand for 
excepting software from a repository. Since inaccurate exclusion may damage 
the integrity on that action or the software from a repository is not controlled, this 
step is controlled. 

- A requester is Uninstall. A message is sent to a server. This message is the 
work piece which is not installed and Uninstall called. The file data for the 
version of a right and this work piece (that size is included) is shown. 

- A repository performs a common opening transaction step. 

- Extract the copy of the digital certificate for software. When this certificate is not 
found or the master repository for this certificate is not told to a requester, a 
transaction is ended in an error. 

- A requester confirms whether software was installed or not. When software is 
not installed, a transaction is ended in an error. 

- A requester records the key, the compatibility information, and the forged check 



code for decoding discernment of a creator, and software with a feeder while 
decoding a digital certificate using a master requester's public key. (This step 
attests the certificate of the software containing the script for excepting 
software.) 

- A requester decodes software using the key from a certificate, and calculates a 
check code on a requester using an one-way Hash Function. When a check 
code does not carry out a sign to the forged check code from a certificate, an 
installation transaction is ended in an error. (This step ensures to have not 
forged the contents of the software containing various scripts.) 

- A requester searches the instruction in an ANINSUTARESHON (exclusion 
setup) script, and follows up these instructions. When an error occurs in this 
process (for example, inadequate resource), the transaction concerned is ended 
in an error. 

- A repository performs a common closing transaction step. 
[0196] 

[Effect of the Invention] In the system for control of distribution of a digital work 
piece and use, the charge-advice mechanism which notifies the tariff 
corresponding to such distribution and use is offered. 
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[Brief Description of the Drawings] 

[Drawing 1] It is the flow chart which shows simple instance generation of 
actuation of the gestalt of desirable operation of this invention. 
[Drawing 2] In the gestalt of desirable operation of this invention, it is the block 
diagram in which showing the type of various repositories and showing the 
repository transaction flow between repositories. 

[Drawing 3] In the gestalt of desirable operation of this invention, it is the block 
diagram of a repository connected with the credit server. 

[Drawing 4] (a) of drawing 4 is drawing showing the example of the rendering 
system which may be used in the gestalt of operation of this invention, (b) of 
drawing 4 is drawing showing the example of the rendering system which may 
be used in the gestalt of operation of this invention. 

[Drawing 5] It is drawing showing the contents file layout over the digital work 
piece which may be used in the gestalt of desirable operation of this invention. 



[Drawing 6] It is drawing showing the contents file layout over each digital work 
piece of the digital work piece of drawing 5 which may be used in the gestalt of 
desirable operation of this invention. 

[Drawing 7] It is drawing showing the component of a description block of the 
gestalt of desirable operation of this invention. 

[Drawing 8] It is drawing showing the description tree to the contents file layout 
of the digital work piece shown in drawing 5 . 

[Drawing 9] It is drawing showing the part of the description tree corresponding 
to each digital work piece shown in drawing 6 . 

[Drawing 10] It is drawing showing the layout over the right part of the description 
block used in the gestalt of operation of this invention. 

[Drawing 11] Some d-blocks are PRINT. It is the description tree which has a 
royalty and is drawing used in order to show "strictness" for the description tree 
concerned to cancel contention of a royalty, and the "generous" Ruhr. 
[Drawing 12] It is the block diagram of the hardware configuration element of the 
repository used in the gestalt of desirable operation of this invention. 
[Drawing 13] It is the block diagram of the functional (logical) component of the 
repository used in the gestalt of desirable operation of this invention. 
[Drawing 14] It is the block diagram showing the basic component of the royalty 
in the gestalt of desirable operation of this invention. 



[Drawing 15] It is the example of a program display of the royalty syntax of the 
gestalt of desirable operation of this invention. 

[Drawing 16] As it performs with the gestalt of desirable operation of this 
invention, it is the flow chart which shows the step of the certificate delivery 
performed in a registration transaction, a hot list check, and a performance test. 
[Drawing 17] After each repository in a registration transaction completes safely 
the step shown in drawing 16 , it is the flow chart which shows the step of 
session information interchange performed in the gestalt of desirable operation 
of this invention, and clock synchronization. 

[Drawing 18] As it performs with the gestalt of desirable operation of this 
invention, it is the flow chart which shows the basic flow over the use transaction 
containing common opening and a closing step. 

* 

[Drawing 19] It is the block diagram of the condition of the server according to 
the transmission protocol followed up when moving a digital work piece to a 
client repository from a server so that it may perform with the gestalt of desirable 
operation of this invention, and a client repository. 
[Description of Notations] 
201 Repository 
301 Credit Server 
401 Print System 



402 Printer Repository 

403 Printing Device 

410 Multi-Functional System 
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«fiJ^f ? 'C> ? ^;l/7-^fc7^-y^?nT^5A>SA\ 

znrcm-s, 7t--v-?\ 0 6(c*3I/^t, y^^hy i« 

x^-^y-t-^tcioT-fe-y^a^fclST-fSo 77 

->* h y i af f ->*^;b7-^^ y jK->* k y 2^^ 
xf'^i 0 8tcfei>T, y^->*hy iRt>*2{4?-n€ 
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[00 1 5] 02«. XfffliKmf&VXiShVf'C? 

%>o m 2 tew ttB, u #y k y 2 0 1 a y #y h y © 
HRW*^>x*y^*^-r 0 y^^'hy2oni, -y 

LT^§o -9— K©BJ, U#S?hUtt, f^^ 

y*xx**-K©B^ u#s?hutt, xvy# 

;!/7-^"\7^-lrX-r5ft46©S**F^-r§o U#2> 
h y 2 0 fOtaBWtff-f V&A/V-irOitlb 

r, si^y #y* h y 2 0 1 a, «§&©{&© y #y b y , 
ep^, *-y5-r«—>3>u*^hy 2 0 2, yyy 
y yyy #y h y 2 0 3 txz y #y h y 2 0 4 1 
fflftiyr y4?^hyra±©mi©jifflit4, y#s> 

HJ . h7>-f^-> 3 y. 7o hn;l/2 0 5*ffl^Tff 

t)ft£> 0 

[0016] ^-y^y-tf-ysyy^yhy 202^ 
©ana, 7**x*ftT^*xV5>*/i'7-i'* t *- 
y 7 ■< -t?- y a y *g#-f § l t ^ 5 sid: t> 

ftSo t-Vy^H-faytlt, th'JZ 

y 3 yfca, y #y h y m±(om-e&W}X'Z ztmcft 
* j f>ftffl«i©*fl : teST6n*f f -('^*7i/7-^*ni 

[0017] u-y^y yyy #y h y 2 0 3 £©iift 

a, xVy~£;l/7-*©yyyy y^TcMLTfrfoft 

5o WTK»iHe»cieiS*n*j:5K:, yy^yyyytf 
y h yauy^y >mfA«x5i/>?'j yy-r 
/uxtaig^nTt/^ cma, yyy#xvw 

X) o 

[0018] vx*y#y*hy 2 0 5£©afiH\ ^su 
a, y#y*hy# rflWBi?#5j t LTWSNznzrctb 

[0 0 19] 03a, ^Ui^-V h-y-^3 0 1 tc3ii££ 

nfc y #y MJ201 £^-f „ * y y*-y h -y-^ 3 0 1 
a, y #y h y 2 0 1 £*«-3if3Ris»&sarf *xv* 

yXT'fcSo C<Dt\sz/v h-y-^3 0 1 (4, ff#H5 

>if * y 3 yfcES-fS h 5 y+f * y 3 y 3 

0 2*^LTy*s?h«j 2 0 1 tmm-tZo mMh?> 
■y^yaya, ?uy>y h-y-z^tCcfc-pTii^^yTy 

>^/n77. (flHBttH) 3 0 3-N£fflW»£:«£*n*. 



?yy<y h-y-/^3 0 1 a, ^yzy ^AWh7> 

if^y3>3 0 4*^LTI**'J7U>^X3 0 

304 am** y 7 y yy>v7x 3 0 3^\©tt fB©£a> 

[0020] yyyy >mfAti, ysiwjfc, 
m a * n 5 jbs t yv y * /v 7 - * * u > y u y yt § 

i:LT-^icS8^n5 0 by^y yyyxf-A©^ 

xf-A, x«7"'J>^^oTfeM uy^yy^y 

7>x A« y #y h U i: 13] U-b* a y x -c WffiM) «f 

tt*tu^5, uy^yy^- y#yhy©uy^y 
y ^"x / w x t ©jffiiga y y ^ y y ^f-v w x © ^ y 7* 
ic if l reft s-eff *>nr t <k v 0 
[002 1] 04 (a) a, yy^yy^yx-rA©^ 

fi£#Ji:LT©yy >**^LT^So H4»cKbT»4, 

yy y^yxxA4 0 1 a, yyy^y^^hy 402 

Rt/yy y^f f /WX4 0 *^s, 

7'yy^yxf-A4o l^H^-rs^yya^'Tya, 

tcj^T, «wa, i»aw*^^tt*ffi«-rs«k5tcig 
ia$n/c^y 7t^-To 7°y y ^ y #y hj 4 0 2 & 
®2©yy^y yyy^yhy 2 0 5©yyx^yx^ 
$-e&So si^yy y * y #y h y 4 0 2 a, ^o*^© 
y yx^yxtcfei/>T, yy >^x>->*>4 0 3tcj;^ 
r y y y h 7 7 h s n s * t* s 5 f ^ y * ;i/ 7 - * © - 
m^jycntf-fe^T-fSo ffi©yyx^yxtcfcv^ 
tw\ sisyy y * y ^y h y 4 0 2 a, ^ffltcs^^ 

T S o y W * £ ft S c i: ft? t § 7 * y h © J; 5 * f 

jiszhy-tz-stSo ^©xifyya, yyy^^y 
y y hgBi:©M©^Jifi7yy*^ 

c ©x+fy yjBffit j: o x -c y ^ ;i/ 7- * tf^iEfc 
ttftft-si^^ftw* r7*;i/hj ^yyh*^yi^ 
^ft§o yyy^x/ux4 0 3a, yyyh^nfca 
7j%ffia-r*fc«)fc:«effl*ft*yy y**iisa*** 

"To 

[0 0 2 2] 04© (a) Jcay^hy 4 0 4fe^? 

ftrt^So ^tsy sHy h y 4 0 4 ay y y ^ y ^°y h y 
402 k:a^^ftri->5o s^y f u 4 0 4 a-fv 

•>*?;l/7-^?:ttfWJ #y* h y ^^-fo 

[0 0 2 3] 04© (b) a, yyyy yyyxxAfc 

LT©nyt!a.-^yxxA©^SSi0iJT'S5o nytfa 

-^yx-fAa, f ? -('y^;i/7-^ (fi&Ra. V7 h7 

x77"n^7A) ?:lltf (execute) U x^-y^;l/7 

(fifditf. x-cy*^;Wb^ftfc¥K) %x^xyu 

y-r-S©T% r^tl (multi-function) J xVWX£ 
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W X fi*ft aft® U ^ F U L TV 5 <fc 5 k 
lASo 04(0 (b) tcHLTteu 3>tfrt— ^i/X-r 
A 4 1 Ott, TjX-fUJ/mfVXVhV 4 1 1 *S 
A/TVS, SKx^XTW/Uff »J 4?S^ h U 4 1 1 
It, f^7'H'f/^X4 1 2Rt>*HtTX^W7.4 1 
3(Cii£§£nTV3o SM3>lfa.-^->7.'rA4 1 0 

^W/itT'J^v'h'J 4 1 Hi, fV S?*/l/7-f\ 

©7 * -tr t, tew l Til* £ n^^aa-r £> tab K 5 
Wvw- /<4 i At, mmzntcTj vzhv-i 

£ftT^£> 0 

[0 0 2 4] ffifflffia, 7V v>'2/b7-^K:iWg7*-y 
■f^c^MST-feS, #m«£7V v^l/7-^l;: 

o mmmm& t * 5 4. 3 nr ^ ?> 0 ®mt, 

}c4t>T&/-F'\@eK£ftT i £>4t,\= SilSSi:^ 
£K4oT, 7-^<D^yx-£ti, ffi^iJROf^*^ 

lEic^n^^ii ii^ffiii-r^ii ^^'oitiT^^o 
[0025] ^-mm^m^m^^xit, t^o?* 

5 0 y 3^7 F y^?> list rftgj 77^;^ z<d 

tianx&z>o riga^y-j 77-0144, fV7£;i/7 
tix^zmm rfijS-yy-j fVs?*/i/7-*<o« 

[0 0 2 6] 05(4, rt^T^MW? 1 ) 
to m5lcmLTlts f^->*^;W-^ 5 0 9(±, Xh 
-y-A : 5 1 0, |£S5 1 K Xh-y-B : 5 1 
2, RtfXh-y-C : 5 1 3£{|*£o f-f>*^l/7 
-^«ffl*f7 FbX0fr£X*- F LTtmttlZtfo 

CtlKitJXh-U-A : 5 1 OS, Aft. Ofr 
P.30,000#etT*<D7KbXfCf5tt$n> J££5 1 Hi 
30,00lA^640,000#iST^7 FUXlCfEISSn, 7. h 
-y-B : 5 1 2li40,001friE)60,000#B$T'CQ7 Kb 



Xfcfais£tU Xh-'J-C : 5 1 3tt60,001^e>90,0 
OOfcBtTWKUXK-JBItSttSo XF-'J-A : 5 
1 0cD||l|fflti@6tc^SnT'i/^o 06lcMLT(i:, X 
F-y-A5 1 0tt*6C/>«<»»t6nT, Aft, 0 
fr5>1500§g£ T'<D7FUX^I21i$nfcf-+Xh 6 1 
4, l50lfr£lO,000#g£T*©7FbXtCfE1t£tlfcb 
>*'fctC«^nfc^K6 1 5, 10,000*^25, 000#B£ 
T*©7FUX{c!a«2ftfc?77'('>y*X6 1 6, 25,0 
01**630.000#g$"e©7 F bXfCfEtt £ tlfcVJ F^ 

-6 l 7*^LT^5 0 rt^7r^;Wcfcnt§7-* 
[0 0 2 7] 7V 5>*/l/7-*#BJf i: LTtD^OS/S 

gna^c cfc -3 $ n § c i: a*T* 1 5 c £ ic m 

jSLfcfExiB^a-y? (d-7"D-^) <D-fe -y F 

0 7tPLTii, d-7ny^7 0 0«, <J^^ 

h y rt © 7 - ^ k z> m-vmwfr x & zmm? 7 0 

It SK7-^©» l/^-f Florae F UX**l«f 

3ra&&7KUX7 0 2fc, ai7-^rtO/WhOM 
{rf#-T5U>^X7 0 3i:, fflFK^nfeffifflflffitf^n 
P.©ttffi7-^AW^nT^5ffi^JgP^7 0 4 S 
Od-7"D7^ti^^7 0 ?Od-7 

0 m^y^ 7 0 6 t^w§„ $?£L 

^USSOff^tcfci^r, 0 1 {4ro©»^*w 

LTI/^So it 1 <D»#B\ SBfi^PK 'J XV h V J«J S 
^^*J»)ST6n«"t-©a7?l5«o *50JSB#7 0 4 
7-y7x-^;KDJ;-5^f ? -^«]ii^^t?„ ^n^'n© 

-^©F-y7©d-7n«v^fi^WbTfce.-r, ffl© 
±T©d-7o-y^i-O0£?£lrf So mt?<Dd- 

tfi&cFicmmztix^Zo 

[0 0 2 8] ¥fffl%# 47(0 d-7uv tit r-> x ;l/j 
^W^ffU^WBMfifltabftt^ ->x;l/d -7a -y 

[0 0 2 9] 08 It, 0 5©x-r>"£;l/7-^!C*f-f 3 
B3S*yU-*5tr. 08tcMLTt4, ->*^;l/7-^ 
tcW-rSH-y7©d-7D-y^8 2 0(4, rtSPK^^n 

-y7©d-7D>y^8 2 0f4, Uh-'J-A: 510 
d -7d y ^7 8 2 1 , 0£ft 5 1 1 d 
-7n>yi7 8 2 2, (X F-'J - B : 5 1 2 ^g"f) d 
-7a-y^8 2 3, SO* (XF-'J-C : 5 1 3^rS 
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t) d-7D7^8 2 4^t5o 
[0 0 3 0] 09K«7xF-y-A : 5 1 OlCfttZB 

7*Xl> 6 1 4£SU d-7n-y^9 2 6&¥X6 1 
5£SU d-7n-y^9 2 7(£^7f 1 6 
*«U d-7o<y7 9 2 8«1M 1 

[003 1] IBizti^^n -y t(DM%ffift7 0 4 01 

0tcMtc^?nrt/^ o 01 oti, ^itfijfc^LTiifj 

g|5#7 0 AKio^TKmZtlZWMZTKLX^Z,, Ml 



OKHLTii. &«*ijfi, «i?ij3-F7Y-;l/K 1 0 5 

o&tf#fttf|g7^-;i/F i o 5 2£WtT^5 0 
3-K7-f->n* i o 5 oimmcmQMTZtirzm- 

On- F£W<TSo «f$7^-^ F 1 0 5 2 fi, j£ 

jflJCttSSfcr-r J>*;l>7-7KK|-r*flMH*£t?o 

<k 3 41» «ttWTO* 1 KSStlT^*. *fljtt#7 0 
4rtfclHttSnS*?iJfcJ\ -IRK, flefljn- Kfc»3< 

[0 0 3 2] 
[Si] 



2 1 













an. ttffl^HTTSi, x^y>>h 
an* 0 








ItaiAiZo tr- 




7 - * v 5 •< xa n/tx 


ay 8#M 










F*a> > H=otsT(»«4nn«»JMia 


iRA 


I 
• 

• 


tw -^^i^- 7 fcifT SWA/ft*** 

TifcftictMjans, 


JfcfrB 


BttRifi : -r y 2 9 *7 - 9 tfiih&^ Hit Be 


t x h y y x h 




y?^9-?ta 6%s<9 7 

7^71, ist5ftft©'j ^> h ya 



[0 0 3 3] £af f -**rtSA^«'(t-r5c:i:tC<fcr3 

[0 0 3 4] f^i/^;l/7-^«^l77'f;l/->XfA 
0-SPi:UTy^->*hyF*3tcf2ti$n§o 7*;l/7* (7 



-fU9hV&XSy7T<fl/9hV£t>m£ft%) It. r 
^:7#;i/7-7£ftKffi©7*/i/7"£-§*yo 7*;b^rt 
©r-^^^yUy— ^Stf7*;l/^"fis 7)17t^v MH 
KM^e>n§ 0 cft£©7^:7£;l/7-7fci:c:ne><D7 
r-riWCt^K LTffifflan«*»*E8W* * 5 lC7i' 
7?n§ 0 7*;l/7*^nift#7^7/U7-7i:LT 

;i/7-^i:rac^ji'T*jaa?ti5o wtk «t *> mmicm 
5Ban«<k-5fc, 7*;i/^<Drtg« ; ene)iftoffi?iJK 

9\ct 9 y?$tiT, ^mcLry t *9rH^-hmm^ 

[0 0 3 5] ffiffltl#7^rS?#;l/7-70HWfcLTtt 



D$fcft3C£{i#fSWfc£^T©S#T*&3 0 "f-fV 

[0 0 3 6] Sffll^fV v ! ^;l'7-*'\©7^ 

7£-yf-$ft£ 0 S^OfcjSgiRiSlcgftSfcE 
1t«:^-r§f : V^^;U7-^£D^ «$ffl*i©7*>y 

ftti5o 

[0 0 3 7] W~Flcieifi*ft*J:3lc, 9 2 fry— 

ttfij©-t-yhj *^^n»5o rectify©* v 

h J tt *n*^aS 2 ft 3 B$K x ^ frV - 4"\7 # v 
[0 0 3 8] 7V^*;b7-*©&m^ftgf*©l£ 

fflftfcW^sfrfcbft&t^©-?, rfr$fttv38P#j 

©^^©ftXtePVxr (container ) »#i:ttj* 
^Sl'y^^^XA^-So eft lei: 9, {5JB| S £©£•? 
fcll?iJ*^tt*ftS^*«S , r-5feiJ)K:jK^;l/-;l/^fi 
SSftftttftlf fc^ai/N, TV ->**;i/7-*©KJlx h 

*iJ#ffFig£ft§„ fHE2ft5Ci:fc«J:!K (1) 
ft©a$#©&^*WJ£lrLT^&< TlZ.%<btZ^£ £ 
t, (2) ^<D«fiJ«fT^-r5fc46©fee)«>5^fr^gS 

[0 0 3 9] t>r>tn*:%Jl'->l'%KI^T*%t9i&mt ' 
*tLT«}§&2ft3o 

[004 0] jsns^^-^Ra'a^^-^o^fflfisj^ 

hd-7ay? 110 1 d-^D-y* 1 1 0 271S 



. f$F»W 8-272746 

1 10 5£^LTl^5 o c(D^« yb-hd-^n-y^ 
«$IK^L, ?d -7"n«y* 1 1 0 27iS 110 5© 

;P-bd-7n>y^ 1 1 0 1 IC £oT^£ftfcrV i?Z 

;b7-^£PRlNT t"3fc&©g3ftWrfoft5£:^1" 

5 0 £©;!/- hd-7*D-y^ 1 1 0 1 £?d-7* 

n-y * i i o 2 755 1 1 0 5Ktt"f 4tt*J#tftW*ft 
3 0 fr-h d-7uy? 110 1 t?d-7P-y^ 1 1 
0 2£l 10 5©PRINT ti&fFfg^ftSo ? d -7*P >y 
t 1 1 0 3 ©PRINT fi&ffrfg£ft&t,^ fd-7D7 

* 1 1 0 4 tifcfflflOS&^fc&fti: LTPRINT « £f# 

[0 0 4 1] jlfct&ft;!/— ;l/TT?f4, ?d-7"P-y^^PR 
INT m (*{*) £WbTt^&^©T\ PRINT mtftl&Z 

5o ?d-7n-y^7 i i o 2 t 1 1 0 5 tC ctot^Jtl 

fcxV^/l^-*^ yy^hSftSefctfT-.t, d 
-7n-^l l 0 4fc<fcoT^^ftfc-ri'i>'^-'l'7-^ 

(4, figflJfcA^&fcftfttf, T'y^h^ftSCil^-ef 
§ 0 d-7n>y^l l 0 3 tC*-3T^$ftSf f i' 
7 - * fctt ^ U > h S ft § c i: #T* * * K^OMI 
SiJx^> > '^;l/7-^©^^tt§^?ftfc^ 

-/uT"pttnu*s*3Wti«*n*. 

[0 0 4 2] *aWfi, Td'-fe^OttgRtflHftgOtt 

Si0^?ft§=ko(c, ^fflltiffifi, xwi/*^;l/7-^© 

$iJ^ffA^>xrg(5»lCj;oT7-^tC^ 

■y-5>ft5^S*^*g^1-5©*ff^-r5o tV i/"^;U7 
A^ttaa^OfcifetiiSnr^ft^S^ffiJi, ^SSlc 

[0 0 4 3] 02 ©12$ Kfcl^T, 'J h 'J i)m*<D 
c 4:A^*ftTt^5. iTOU h V (if 
^^^;l/7-^e^©/c:46©-9--tfX©3 7-tr-y h^S 

h v iwi±©p^©±t© h?y*f2 y? yicttt %>m*T* 

fcSo m*<OV#i?hV ^^7 p f4^ft5.*^ff-ri.g^ 

ftTfei^o &z<o\svt?vy#vite?\-» 2 0 3*^ 

[0044] 'j h 'j a y #y h u Msyxi: 

'J h 'J 'NfiJ 0 ST P.ft/tni-©!!^T*&3o § 'J # 

tLT^^ftSo ^<Ofr©JifflSa*h7>-!f^->3 
^gij^-tr+a ijf-f *^*rtlc££> 'J h U± 
T-£ft#tt4£ft3 0 ^©•b+a'Jr-i'^^fcmT 
lcp«Btcfe5g?ft5o 

[0 0 4 5] SlfttCyZ< Ci:©T*t*l/ ,l t©i:LT> U 
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b V ttHB'JIEWS©Bf £ 7 5 <, IKS>JS£nfi 
ttftifi^Wi-rSfefetcWWIkSn, Master repositor 

b U 14 'J b U #7 f -7*>l/7-**3tt8l3© 
£ nJ^c-T 5 y?^ -tf- 2/ a >x~7 x > b ©SfJ 

CO 0 4 6] y#S>bytj;M-K7x7i:«86*E©ffi 

#$i£Sl3tt4, Application Specific Integrated Circui 
t (ASIC) ?v7<D£olZ;;\-Y*7 3L7<DmMtmftlc. 

[004 7] U #5? b U ©/n— K7x 7©S«Wbffi# 

§-tr+a 'Jf-fA'^v'yyiCiJnTI/^o U #'7 b 'J 

y«\ sas^si 200, lefit^xrA 1207, 

7^120 5RtfftS$'f*>'£7x— X 1 2 0 6fr£>& 

5 0 Sfla¥©i 2 ooliyn-bytxwyh 1201 

tynt-v^fj 1 2 0 2ms o iiwi^ai 

2 0 Oli, avbn-^t, U#S>h'J b^yif* -7 3 

> i: , c © y #-7 b u ©fc»o{£ffl* b 5 >-*f * a > 

> ^ y -b - S^©a#Rtf /X«ffiffi»l^© <fc 3 & V jK v 1 " 

hy©W{t±©a^©^Rife5as^gi 2oofc*-3T 

HrT£ft3„ 7a-b>y-9-xU^>M 2 0 1 B, ^-<>7 
a 7n-tr y ^Xf4flfi©&$J&SiM§fi£gi!|-Z?fe oTfeJ: 
</\, T'n-feytM^y 1 2 0 2t4, — ROM 

0 1 teiotfffl?n§V7 r-^x7^^#ty 0 

[00 4 8] IBH^XxA 1 2 0 7 f4, iB^IEtt^fi 

1 2 0 3Rt>*rt:gfBtigB 12 0 4 £Mlc{i;i3 0 |B$ 
^teiSSBl 2 0 3(i, x-r ^*;l/"7-*ffl©fEi$y'J 

-*iasu rtSfBtiSB 1204 ttj*^;-r5rtS*E 

«■*-*„ fBa?fB«SH 1 2 0 3&t/P*gfBt§SB 1 2 
0 4(4, raC#^7©fBt^#T*&5&g{4&V'>U f: 
fc, i2>-f LtlpIC^aWx^-YXilcB^nS^Sfe* 
(,\, cc:t\ #Rff, iffifrFfettSBi 2 0 3(4, (IB 

fBBSftTSxfcvaV rtSfBftSB 1 2 0 4ti7te-r-f X 
[0049] ^D-y^l 2 0 5(i, i^ffllt©fc46©Xti 

lOMmznZo SK?a-y* 1 2 0 5(4, ^AX^y 



7©^±tt^»^-r§fci6, j&s&L&^wg, ®m*\ 

/Wf'JSfrfS. fl-g|57y#7x-X¥l§l 2 0 6 
(4, IBOU*S>hUatf^U^y Mt-^'MHtJfttt* 

a^irs., w»-c>*7x-x#ai 20 6«» rs- 

2 3 2X(£Personal Computer Manufacturers Card Ind 
ustry (PCMC I A) X8FDD IOJcdfc* 

<r>*7x-X#ai 2 0 6tt*y h7-»SMS8tt*« 

[0050] y v <owimw%mmt&ftiim 1 3 

g|%M4, ^U-f-f>^>XfAl 30 1, 
-7>y-9— IfX 1 3 0 2, ^b^>-f^>a>^>K 

71303, u jHs? h u *KaMi 1 3 0 4, rz?=l— 9 

Y>^7x-X 1 3 0 5^r{ix.?>c 71" >7> 

X7 A 1 3 0 1 (4'J^7b VlCbi T 9 , — Ift 

6fycteffl£ttT^37a^«ytf©*^7(c#c£-f 5 e * 

^i/-f^ >7>^fA 1 3 0 1 ti, y #7 b y ©a* 

W«/3Stg«Pl±©P t g-c--3iiiffiiL, 7>*7x-Xf -Sfctf) 

[0051] nTy^^hy-y— trx 1 302a, #y 
b y st>'^r©y b y tc *ors#«ns«fli 
©-fe>y b ^<i^2.o c©n7y^-7b y-9-— ex 1 3 0 

2 fi, WTtcfi3fflKS**n*'fe -y > a b 5 >1f 
^~>3>^ty 0 <!©+}■— ex©-b-y b (4, "r-iVZfo 
^tr-jY*. r/^>f-j f 5fc«>lcffifflSnS'7x*y*y 
^^^•y bx-^x>bi:, Ir-V'y'CM-i/ByttM 

&mmt%rztb<Di?jL* v ? v^-r-tf— -> a >^ 

-/^^A.T-t^o t 2 ^ -7#;l/77y hStf*-V7 
-T-ff-i/3 M4, f-f -7^;b7-^©E*&RD*ffiffl^SlJ 
SJ-T 5 fc * ©#^ * * x X A T h *) , K «t 0 Siffl tc 
KWSnT^i, fflS©^giJIEW»l 3 0 6^a7'J* 
'7by-9--exfc*B*nTl^ClkK:ffiB*nfe^. 
IS^JiiEm* 1 3 0 6 (4 'J ^'7 b 'J ©<gffl^Rltli:-r2.fc 

[0 0 5 2] ffiffl h7yf^->3 7A>K7 13 0 3 

(4, x-f-7*;b'7-*'\©7*-feXB#*JftS-r5fc# 
K7*-bXfc:3S^^Tft^*l»*-r5*M6*lii{.Ti'' 

«o b sn-tvsteffi t-7>f^ > a yi* y ^-7 

by^-T7lcJ;t»S^5o flWiLtf, fV -7^^7-^lc 
W-r-57^-bXS*« , /N>'bVl/ (jaS) 7i»cli:^S 
T't4i5:V^y^> ? bUtfe§o 

[0053] y^-7by#^SH6i 3 o 4(4y^-7by 
ict-z>Tm-<D®m*ffiz.z 0 mz.if. vx^y*-7b 

fi«F-r*fci6oi*»j*«wi*wuT^^ 0 c©y^~7b 
y itsasi i 3 o 4 (4, >j #7 b y icm? sa- tf-r > 

^7x-x©HfT^ty 0 

[00 5 4] So^©7-C v^l^-^lCft LT(4, 

-v-^i'X^nT^^^^ e— ©fee>^>i>(B^©i'>x 
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[0 0 5 5] §ra&ttfctffr»)©ttK, W«ffi#s Xfi 
IIWD^rt+a'Jf^ (MSI) *f?g£iK 



[0 0 5 6] tflffiyahn^Esajf 5d£lC<fcoT, 
tfT-tSo LfrL&#e>> Ho^(D7-^ (£ft%) CO 

[0 0 5 7] 
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S 2 

U tfi? h U U>-f wv 







0 


*JI/gE9i§fcB#$nfcv>. **ayx^^£JtK LfcfcBB 
tt&Bi:$nfc^©T, HCDS'XxAO-fc+A Uxw «J&£:i-1f©& 
<i,>fc£fce>n5. 'J h U tesf-V^XsnT^fcl^n^A© 


1 




2 


*^£^T££ft©#gyfcy-ji'&tf^;^#ans c & &Nts 


3 


HRflWfrMraU^. «tr©?7XtH8S;fc*rt*, U#J?hy©««K^ 
HXtt7-f fc^trttit© 7 r -f ;H21ggfiXttte©* * >J ^<DW&7 


4 


k u'WoflWfcjw^ToaeiTttffl an* n t ^x 

53rToi£r2flS0> h^ylfyya s&^n\sW*\ 

■ 


5 


y *s> h y «tx h y © > hs&e&©*«#f-5# 
, ^Mftwcu y-xstt^-trnfflan-eafc^ s^/mbm*** 



(12) 



¥fffl¥-8-2 7 2 7 4 6 



1 0 



[0 0 5 8] «2lCfE£B£ftfc-fe*a'JX'f 

[0 0 5 9] 'J V U ; a— y ; ± V % 7 x-X 

3.— 9"V > * 7 x X B , a.— tf U sK h U i: WIS L 
T -rV £ ;l/ 7 - * ^ <D 7 2 -fe X * t# § ft 46 <D b =y > -9 s 

y tta'«r©jKS"effl*asti*6 u h y twrsa 

*7 x-Xtt, tV5>*;1>7— 7^ 

77i'*;l/a-if^>^7x-x (GUI) T'$ott> 

J: 1/ \ a— 9-V > # 7 x - X f±1f ffi^a— «f tc 7 a > 7 
[0060] a— if ^ >^7i-Xl*ti U h 'J CD 

aftasnrtiir^, a-if-ry^7x-xtt> y 

tlSCtfi'T?**. 3--if^>^7x-X(i, 3>lfa 
-^->XxAT*^fT^n§xi'X7b^ > *-#-K, 
*-V;l/»Jfi|lX''WXSt;y7h7x7©ffl*-a-t>ifT* 

2&So 

[0 06 1] gfST't, 3.-HfY>^7x-XB. 3- 
7J"T-5i:«tCh7>if^^3>'«aglC*fLT7-f-K/^ 

•<>^7i-xii, g^ft^-rsfcatc, ytf 
-yHjicttb-c, s«j^h7>if^'>3>'*fflS&?-& 

[0062] *£9i»C*3^T, 8&ttl§«©fTteKJtj£ 



»^*WKyHS i £.7-^^fflT-#5»JK©fil 
fiJ«rfffc©-efeSo ffl©^x;l/i:bTfi, ^£ns$ 
ffi&tfRTatt&fc^tTo *-7-^tiS;S:§^ffl(cML 
TSftSfi&J&^-rsct^t*. Gflfctf, xVx7 

i: Xtt SK/n- F 3 b < fMtettfc 7- * fcffl 

^•tSCfcfcfcSo 

[0 0 6 3] ZWJv hit- /^tt, SiAlfSftJft 
l5»-rsH-»^Xf-iAT$)§o SK^US^y 

hif-/<tts^*si*f y 7 y y^M^x'viitt-rso 
aisw*^ y 7 y >^/N7xti, 4ih7 >if * s/ 3 y 

Gijfcfe^T, »^^y7yy^"/N7xi:<Daii{i, 

14i:-tr+ay-rw©ai©ft46li:Bi#ft^n-5o ffl©* 

(fgy/f) *-Fj i:LT{tffl"TSo 
[0 0 6 4] dru^-y hi?— *^&y, SttS^g, 

^ a <y * „ Ma*tc >j * v v y r t ^^-r -5 fc 

i6©-ry^7x-x#g (Mz.ii. tri) ^e>*So 

■rs^s«>fe5o cti5oxw>haij^hijox 

b^>hi:*KWK|lIi;xb^>hT-feSo fieoT, * 

mt y h y t * h v-wmfi-ctb* ct& 



[0065] xmmnmmmK&^T, y—*<tv 

'J 4?^ h 'J e>ffi<D 'J 4^ h V *\ 

a tr-^nswp, y h y tais^snfc* i>y 

? y if? a >©**&twtffTt>tis c SSI 

7 y*f * y g ><d *as*g/h ttz&oic^mb^yy 
ty.a y^mtotzm-? yy-j h>-'<0*£&3& 

CfCfctfT-tSo 

[0 0 6 6] #fg0J!f4, 7*-f ^;l/7-^4:*n60ffi 

-ZKftLTZvh^yiftysytfmmicMfiznm 
i*\ nmicisifz-tyfyxits m^oiTjyfuy- 

[00 6 7] ^ft^rV s>*;l/7-*©fcJlSEfcffl 

&s 0 -o©W4, mn<om.m<D^-yay^-^\c 

7#y^-f SnJtittffcSo *cx\ ^yx-^ai o 

K;I/T* 5 gP«D3tr-^t^-T SPRINT 1 0 0 K;l/ 

To m^-f SPRINT lt£7* y f-T 5 C 

T\ »£7 #?/£gSI7-^©&4©ffiiHJR 

[0068] <ifij©s*^rt§{i, ^i Aic^nx 

I^So 01 4£HLTf4, flffjl 4 5 0 (4, h^^lf^ 
•>3 7-;l/«^cS^ 14 5 1 &tf£ttfMffj££X 1 4 5 2* 

w-fs» iifiji 4 5oa, *fijh:j:-3Tfi*asn*tt 

fflXfiES&Cllffffc^-f (#J*J4\ COPYXtePRIN 

T ) SWTS. h7>^>3-7Vl/1gfi!cgSH 4 5 1 

t4, 7V^*;l/7-*jWS6ffl*n«frXttE»£ttS1* 
JWatfffiicttJSLTV*. ^V^y^^-yBi-^mfS. 
Sii4 5i(i, -KWfc, ffifiJ{co^T©$fflX(4ffi 



1#W¥8-2 7 2 7 4 6 

isoy&mzmj t S U # f h u rt©v 7 b 7 x 7#ff© 

*lcllI#i&$ftTVS. 4 5 2«, flffj 

■r s x a a 4 © b ? y if * -> 3 y ic m a l it > <5 * - 

©JBJRKfc^Ttt, cn<b<Di±ffite, 3kT-*7>M 
4 5 3, ^t^idl 454, ^^^1 455, 
XtWa'Jf-f 1 4 5 6, Rt/Wl 4 5 7^tS 0 

[0069] fflffltttBawTKRWinsitttca^ 

I c] AMgfflsnSo -tyf-yx 

It. " a" , " b" , Xti" c" (D^-ftlfrttG? 5 C 

fc*^#5„ ■kyTyxte : t<Dfo<D—o*iEmc$h,X" 

i^&tfntf&e>&i/\, 7u-x 0 A^awag^-rfc 

[0 0 7 0] CtllCttLTs ftW 0 (4iIffl«W^©gP 

T^-TfeSo jsa»4 y x h snfe«B*y;i/-7 , fb-r«fc 
46tcffiffl?ns 0 ate (x* ) aRisfiyxh, ws, 

[0 0 7 1 ] ja6K4B*J**-7-KI43n>*H#ilP* 
n§*7- KT'feSo Ffil-fStCfc^S^iiT', 
l^t#»J^^-XT*feS 0 cn6«#-fit, -jRfctt 

7-Ki:/^><-^«^«:Wtc^7i/3-7-;l/T*feSc * 

yxh^gjSo 

[0 0 7 2] ^fflOTgtcM^T, B#F^«, hours:minu 
tes: seconds (Xtihh: mm :ss) SST'JaS^nSo 
V-yjyy>T-*t, m^i. PDKPacific Dayligh 
t Time) feii£<*n5Cfc#7JtS 0 Bf*tt^/^/B 

(X(iYYYY/MMM/DD) i: LT^^nSo ttl 

[0 0 7 3] ffiJBIimiBKfe^T* M^<D r^Oj 

i/Hc^is-rsi^^feSo m*.if, mmmoy-f yx^y 

Xt4, Sff h7>-*f^'>3>, f-f'^^/Wy l>H£ 

^■rso c©«k3*ftf4. M,s'i^ns^s*^t), * 

5?B^tcfe^T(4gSS?" : iD"*ffll/^T^?nSo 
[0 0 7 4] ftfflflliiittHl 5fC^©3>{!(:(Dy7sh^ 
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[0 0 7 5] i)txU^>h 1 5 0 T'Digital Work Ri 
ghts=(Rights* )"«, xV VZhV—timfeW&Vli 
•y htLTfeHtZx, Tf-iVZ ill-? \Z7 £-yx2 ft 

x£ft. «£-xV ^2;l/7-*<Dt§i^ixV v^l/7- 
*©$$giil<D&>!?{c7*-yx£ft§o x-fv^WM 
g*©{£fflffi«:Jlft3 0 

[0 0 7 6] JSxW>h 1 5 0 2 "Right := (Right- 
Code {Copy-Count} {Control-Sped {Time-Spec } 
{Access-Spec } {Fee-Spec} )"fi, tlffj©^*^]^ 

ftv\, *ffifflfli«*PJ^ffffi«n»*Wte«(ife«n*ft 

ft 3 K flflft #^fA, 7^ 

JgfiK&t^T, *7:>ax;l/xb^H;:WLT«, J-X 
T©x7*/l/h#3iffl2ft3 0 IP'S, l<D3fcf-*7> 

TfciDSMfflfcSBiESftSo 

[0077] ^n^nA^uwpja-Kswi-saft© 
a, xV -tier-? -text ztctboiixwgiWF^ 

[0 0 7 8] X&xl^y 1- 1 5 0 3 "Right-Code := Re 
nder-Code | Transport-Code I File-Management-Code | 
Derivative-Works-Code Configuration-Code" ^i^ (& 
*f"J^R*S«PJ3-Kk:J:oT«»J*n«*\ ) «r£ 

•§>o 

[0 0 7 9] JgiWyM 5 0 4 "Render-Code : = 
Play: {Player: Player- ID} | Print: {Printer:Printe 
r-ID} "fi, tT^fY 5>*;I/7-*©-B#WP, Ji* 

f3'JO'JXhtfe§„ c ft 6 <D n tf-tt ffiffl £ ftfc& 
ttmi^ft-So 

• Play-^O^c07 p n-b-y-9-±T*x-i'^^;l/7— 
>**'J >^50illfrf •ST'a-bT.o Cftfix-f v^l/Bji; 

±7<D K4- a ^ > F- OB^ft 

•Print -<sM*fc±oTCftJimi:«f6*fta^tt 



>F--f scto 

[0 0 8 0] SSx^>h 1 5 0 5 "Transport-Code: 
= Copy | Transfer I Loan {Remaining-Rights:Next-Set- 
of-Rights } {(Next-Copy-Rights :Next-Set of Righ 
ts)} " «\ Ml&tfi*Qs flilC0U^hU±T-ffifflRl 
ligftxV v ! ^;l/7-^(Dne-Oftfi!t«#tyififJ©*r 
rf >J CD U 7. h T'fc3 0 ^Tv- a x/Uft Next-Copy-Rights 

tt, e2S*ftfc»<D7-^OWPJ*ft£"r5o Cfttfffi 
££ftfti^i§^ £i22ft/c3 e-oflfpjtt* U ^x;t/ 

OfilfiJ t m CTfe £>„ a x;l/ftRemaining-Rights 

(i, n kT-tfJtiHSftfcBJiCT^ 5>*;l/7-* 

x7*;l>Mi, n tf-^SI LtB^ftfeBf icfilfiJA^T 

^^ftftV^x7*;l/hTfe§o 

• Copy-7-^0*fLv^riVi-*ffjS^5 0 

• Transfer-7-*£— DfO'Jjtfv^ UA^ffiKDU^^' 

• Loan-^SftfcHBia, 3 £-;&{{!!© U tfi? h U ^« 

[00 8 1] X&xU^Vh 1 5 0 6 "File-Management 
-Code:=Backup {Back-Up-Copy-Rights:Next-Set-of Ri 
ghts} | Restore I Delete I Folder I Directory {Nam 
e:Hide-Local | Hide-Remote } {Parts:Hide-Local | H 
ide-Remote } " tt, 3 t£-ffi#g«Jt^&tt!80&Hl 
fr?> Sat" £ tz / <i<y ^ 7 -y 73 tf-CQ «k 5 ft 7 7 -T 

[0 0 8 2] £gx-<DV7h7i75^yX&l>*#fNf 

46tC/Vy 57 V 7*3 S«lf!l*3 tf-OmW 

#tc#^§ 0 L*>Lft^e>, $lJffll^ftftl/V^y^^7•y7 , 

3 tr-of^j«tt, *-v5i'X*ftfc3if-*%3t*ft 

fc&T? fcSflffllS ftft WVy ^ 7 y 7°3 tf- S ftffi 

;rji:ftp)ftt/\ 

[008 3] File-Management (77l';W^-^ > 
h) ©flEPJtt, ffiffl1t^#a-r§^aTv < ;-y^7-y7 > 3 

##&tfiRAmw#osw©s**ff*ws-r*o 7- 

dty) fi, 3i^]ft7ah3;bSt>*^ffl«ISiiaiTK*5^ 
h >J^hU-^&fttt«. MftS«i|i]tc<J;oTx^->' 

^;l/7-^©7*;U^'\<DS^*^S*ft5o Cft^(D 
7 * /l/^tt c ft e> if*^x-f 5?*;I/7- * i: LTftte 
ft, ^fte>©rtSA^ >j3HS>HJfl!>rtS*i*£L«k3i: 

-rs/^-x-r*^ riafij ^ftrfeit^o 

• Backup-^OiJt^tc^-r ^S^i: UTx-r ^^yl/7 
- ^7 £0/ S -y ^ 7 v 7*3 e-* ffjfi-T -S C i o 

• Restore — xV ^^/U7— 9<F)J^y 97"J 73 If— 5: 



Stc^SC to 

• Delete— rV ^;I/7-*03 lf-*!WffiXtt*H£"f 

S££o 

H±<DIWZ? 7 r ^ tf 7 * ;i/^*eaft-r S <: o 

•Directory -7*;l/^Xtt J t<DrtS*HjR"r«c; fe c 
[0 0 8 4] iSx^yf l 5 0 7 "Derivative-Work 
s-Code^= Extract I Embed I Edit {Process 'Process-I 
D} {Next-Copy-Rights:Next-Set-of-Rights } " 

•Extract -*f Ll^-^tfMtJ&B WOfcfe, 7-^<D 
•Embed -^#07-^rttC7-^^ffl^jAt?C i: c 

•Edit-a^©-r>r^;I/7-^0*»*3if-, 51 
«L Rtf^St^ci:tcj;Df : V^^;l/7-^^^g-r 
S£i:o 

[0 0 8 5] 3&£x Up< > M 5 0 8 "Conf igurat ion-C 
ode: = Install I UninstalTtt, V$i?hV (^SSWtcU 

£irs 0 

• Install -U^^hU±T^H/>V7 h»)x7^> 

• Uninstal 1 - U h 'J *^5£#<DV 7h<)x7^ 

[0 0 8 6] iffixUjOh 1 5 0 9"Next-Set-0f-Rig 
hts:= { Add: Set-Of-Rights)} {(Delete:Set-Of-Rig 
hts)} {(ReplaceiSet-Of-Rightsl KKeep:Set-Of-Rig 
hts)} " ^^1/7-^03 If-frc^-rSfli^ 
JfcDJ: 3 KJt*Bn5^*^e*f So Next-Copy-Rights 

jrr**MO-b^ hjWft£<£tlf|* 0 Add ©»<Dflflaj<D 
/^3>B, flifiJ©31&"b»y h^*p»?nSo Delete 

m%&- F£tttfDelete<D&fc: U X h 2ft7y&&, Ctl 

?ns 0 Replace ©&4)ffi*iJ<D^-^3 *PJ<D5t 
frfey htCfc^tS[Mi;^^7 P ©1i^J(D^T©/^> ? 3> 

[0 0 8 7] Remaining-Rights*M§££nft^£H\ 

■f SltfiJfctft^o Remaining-Rights#^£ttfcig^ 

{frf SfcftfcKeep: h-^>#ffiffl£ftS C £#T*f 
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*nT^*dfc*3(W|g-r*o C©ffc«tt, 5l*8KDele 
t e : XfiRep 1 ace : ftflte £ o TftgBlK: £ fi S C t tfT* £ 

So 

[0 0 8 8] ««flDh5>1fi">3>teB8UTtt, ttfj 

oi/>Tf5jp.^si]ps^tT9 c 4:^ma*n«o en*.** , 

[0 0 8 9] 1 5 1 0 "Copy-Count := 

(Copies:positive-integer | 0 | un 1 i m i t e 

d) - mm*%z>ct*m*ttz>7-v<D rn 

*f L T J*- CO 3 1! - * 7 v h L T ^ § C t left $t 

SCopy-CountttfllfiJ^fTffi^nsaKf*^ 1> * > h 
Jtl§. ft? Ij IC ttt 3 Copy-Count MnKlfU 

c ottfija t -5 ff&^n&^o copy-count *^s?na 

[0 0 9 0] 4tfiJ£5ft£fi> «l/C* ^l>x-#lc£o 

m a- * \c j; -3 Tis^n5M^§sij|5gic nSo 
*j»tt«tt, ^ux-^t M*«»jisstm^©ia» 

line*), £&&ti-n& fij&^fco-rsc^^Ms 

[0 0 9 1 ] ii*xlx^>h l 5 1 1 "Control-Spec : = 
(Control: {Restrictable I Unrestrictable} {Unchar 
geable I Chargeable} )"«\ flSUOfiffiJCjtrsaoffi 

So 

[0 0 9 2] <i5^fl|jpj36l«fTffi*n5^0l8teB**iaT 

1 5 1 2"Time-Spec:= ( (Fixed-Interval | 
Sliding-lnterval I Meter-Time} Until :Expiration-Dat 

e) " 14. *«©frtt'\OIWIBO*ff*«e-r*Ci:*M 

*5o *PJttJg£*nfc^iaioiBi, fr^?n?#§ 0 
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$Mwsn»5. Mitf, i£H£ i mmtizmmzs i o 

#©Mlt£ 6 0,15 #£>HK£ 4 @, 2 0 #©Bfl 

[0093] mm r^f aj &tf rx-hj ttmmt 

LTffiJRlJ&jjVfo Expiration-Date &teffl*itf8S71" 3 
B#giJ^:fg^-r§ 0 0>Rf±\ Expiration-Date T l 9 9 

5¥ l ft 1 BJ T'fe§li^> tfffiltt 1 9 9 5 ¥0**3® 
^Jtc$|71"5o Expiration-Date *forever * fcii 
S?nfti^ AI?iJtt»7-&-ffc«iH-r*t.Oi:bT» 

[0 0 9 4] 35:Sxb^> h l 5 1 3 "Fixed-Interval: 
= Fron:Start-Tiae"arate«FM*^SSW0*77>?n 

[00 9 5] iSll/^ > h 1 5 1 4 "SI iding-Interva 
l:= Interval :Use-Durat ion" ti, I"*— 7* 

mzumttv h?%o commit. mwvTt-tzco 

lcH7t§o 

[0 0 9 6] JSxW>h 1 5 1 5 "Meter-Time :=Tim 
e-Renaining:Remaining-Use"tf Tli^Bf^J , EP*>, fit 

H) ^ISWt'feS^^t^T, Sliding-Interval 
tt«fcttR*3o WAtf, WflJ*tHBIBI07*-feX*« 
gffS«£, Cti&©B»tt, ->rftl&klct>rc*)ffll 

«> w^p^<$t,^-r^x(i»mBtcM-r?>A^i.>-r 

[0 0 9 7] Remaining-Use:=Time-Unit 
Start-Time: =Time-Unit 
Use-Durat ion : =T ime-Un i t 

«flBtt»O^Ta*n6©«»W4-i' >X# >X£j£fc 
[0 0 9 8] *»W(4, Eif&X(i^ffl73S'MIA?nS 
> h 1 5 1 6 "Access-Spec :=( {SC : Security-Class } 



lAuthorization:Authorization-ID* } {Other-Author 
ization:Authorization-ID*} {Ticket:Ticket-ID} ) 

M±mmm*'ii®.t%rcib\c y f- y fc*f LTg# 

[0 0 9 9] *-7-K"SC:" tt7*-feXfc:l3VT£t 

iztzrctbic&miEnz* "sc:" a^^na^s^ 

[0 10 0] *7-> 3 7;l/&" Authorization" *-7- 

f a, 7 - if t n t y h y ns*-y 5 
■i'Hf-^3>*iBS , rsfci6fi:ffiffl*n*o *7~>3^ 

;l/£"Other-Authorization" +-7- K«\ F^>tf^7 
[0 10 1] *7^3-f;l/^"Ticket:" *-7- K« F- 

■P t S frXfi C <D?-y -y F- Z^mzf 5 C i: T* f § 3 
Mr-C -y F X-^x > F L&tf ftfc? 

[0 102] V$i?hVt K+a^vMJ— /Vtfttsh 

< ofr©*- y -if- s/ 3 s c ^ » 3?. 

SWy^^hy*^ (&€><g&3) *-V5-f"B— S/3 

- i/ a y g mix mo *J* ;l/7 - * i: u # s> 

h y m±<D?3X'®mtz c ttfftsf-f > 7 ^;i/7-^ 

(cnttB, *— V5-f if-S/a y*7&x.9 h 

ns) T-fe^o cneontr-Rtfeasa, fi!i<D7^>* 

5 c i: So y h y a c o*- v 3 

-y^'T-tf— >3 y*%tzt9t>tiz>o 
[0 1 0 3] t^oA^^-xtcfe^T, y^^-if 

- v- 3 >a F^y>h -9--/^t;y >-k->* h y cwoy 

-XA^S^^nTfc il\ Authorization-IDlCioT 

#gg^ns*- y^7-tf-i>3 >^7->*x^ Mi, y * 
~>*h y i:*— y yj-v—i/a yy-xop^T*«DiHiy > 

^?r-b -y h 7 -y 7"T § fctblc&m Zti % r W ->*^ ;l/7 K 
LTl^o CCDcJ:o^:7^-fe7.7XhtcWLTfi, jiffl 

[0 l 0 4] -S^ttOttffltSKHf *C©*Soa© 
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[0105] *ftW<Dtff£L^m&<o&Micla^T, 

UyS'aSftSJ o CopyRtfExtract Iffli^Or-/ •>* 

[0 10 6] f-^y h^y^L&^ti^titTF©^ 
• 7*-rs>*;l/7-*#, ffi©7-^©$IA<DS©f)J!l£ 

-rsci^-ets (Bixiittt^sn. s&<*©7- 

? ft nfc) ^y>y Mc«fcoTflgtf£ft*. 

[0 10 7] cn^fD^-XttV^T, WA^tlTcn 
e-ff, (^y-y hfc^trt f^T$?*;l/7-•?fre>$;!: 
T\ 7- * ©gffl t X(i 7- * £#tc ffi© 'J stf 5? hU *\ 
(BS-TSCfctt, K£ff#Jffl^5«:i:T*H:*<,\, 

[0 10 8] ?VS>*;l/7-*©£fflK:*frr4ll*fci;, 

M 5 1 7"Fee-Spec:= {Scheduled-Discount} Regula 
r-Fee-Spec I Scheduled-Fee-Spec I Markup-Spec" tJ-r-t 
->^;l/7- ^©<£fflicflf 3§f#<D*7-> a >©SiB£ 



[0 l 0 9] C©£ji©±g&^i»iig&6tyC'>fi©r- 
5>1f^'>3 yic^tSa-*-; l t-'\7 KiS*©Blf& 

<E>o 

[oi io] &micmmm£.?z&mt, 

5o r-7>^'^>3>fi, 5>#;l/7-*%ffifl§i-S 
T r f ;!/ 7 - * £ Xtt Ett * •£ § 46 tc Iff un 

-So 

[0 111] ^-7^H^;l/^X^rv ! i-;l/?n7cfiJ?l 

it? 5 B tt©*<5r S>a ^ *» V- * 7 -V 7{± 

[0 112] 15 1 8"Scheduled-Disco 

unt : =(Schedu 1 ed-D iscount : (T ime-Spec Percentage) 

* )" 0 Scheduled-Discountfi, #R6tyC, T-iVZfr 
7 - 9 Offi^iJ© M W iP a y left? 3 ftS©fc&tfc«© 

7W v ? ^;l/7-^X(iffic0ttfiJA-v ! 3 ytc*fjSl;& 

T—v&miut—tyhZttStZo flifctr, a* io 

a 1 0%<DfJ?l^-To 

[0 1 13] ii4xb^>h 1 5 1 9"Regular-Fee-Spe 
c:=( {Fee: I Incentive:} Per-Use-Spec I Metered-Ra 
te-Spec I Best-Price-Spec I Call-For-Pr ice-Spec 

(Min: Money-Unit Per: Time-Sped {Max: Money-Unit p 
er: Time-Sped To: Account-ID)" fia«S<0^{t^S«r 

[0 114] Fee:ft*!£££nfc*6fcf, A^ttSlf-Rr 
tf K J: o Tl»lSWJ!rW#'\5&t3n«o Ince 
ntive:iWS3£*nSi:» «WttiRAW*#KJ:r?Ta- 

^i'Att8l«{CiS*?n5gA©^*^^tlSo Fee: 
^fi^^ni. Account-IDttft4A^at)n*«oe» 
^S'J-r-So Incentive:*^^^tl^t, Account-IDt± 

[0 115] iSxUp«>h l 5 2 0 "Per-Use-Spec := 
Per-Use: Money-Unit" fi, h^>"*f ^->3 >^^ofc 
B#fiatcH&&<, M|iJ««fTtt«hS«K3£&t>n*i|l« 



[0 116] %&x.ls*yb 1 5 2 1 "Metered-Rate-Sp 
ec:= Metered: Money-Unit Per: Time-Spec" a*tfWT<£ 

[0 1 17] 1 5 2 2"Best-Price-Spe 

c:= Best-Price:Money-unit Max:Money-unit"titt^# 

«lctt#-rsf$B"Jft«9l(deal), !M-K RtfWSS 
^Sr^fro ^T©»Attaitt, £>Avg 
L< a»£ UTOS"?fc«ft\ Xaflg^aWfrO/j 
V 5^ X£ tiTVS £b%. E%7jk~? £ b tPT'i* 

^T?t«o Max: 7<f— Sl/Flc&tt.S^ttffifflfilfrfr 

[0 1 18] Sum^V^yY 1 5 2 3 "Call -For-Pr ice- 
Spec^ Call-For-Price"a, W&lf&Srt %>%&*^& 
£t*k%mLX^%£X\ "Best-Price-Spec" imPAL 
TI^So Call-For-Price-Spec fi, 3fci6 

S^flC U # 5> r- U tff* * - 5 - 1 fflffl "7* s ft £ 
(Dffi/ayi,tn^tl^£ttl i Vt^\ £<D£t 

[0 119] i&xU^y h- l 5 2 4"Scheduled-Fee-S 
pec :=(Schedule: (Time-Spec Regular-Fee-Spec) * ) 

a, ft&fttbWKft'r* Bf*©^^^a-;i/*«tt-rs 

[0 1 2 0] £?£xl^>h l 5 2 5 "Markup-Spec :=Ma 
rkup:percentage To: Account-ID"f±^ 5HlCfi#£tlT 

a\ 5%©v-^7-y7acft3:T*©^fi;ft:£©5%© 

£ft§ 0 Cftagiftd-7a<y:7©g|$#T'&-5d-7a 

x h y Zzl-**- /^-'N-y Ktttffltiftfeeaio 



1#H3¥ 8-272746 
[0 12 1] =L— WfV ^^;l/7— 4"\©7£-feX:& 

ffiflHttfiJ 0 6nfett*Ktt#f 3 0 -b <y S/ a >M 

7 >1f^ S> 3 > ©HO©S#lftft # Tto h 7 >1f * 
af*<&*o «LT, t7-y3yri!ifeh7yfy'>3y 

a w^a-b >y 3 >*Rs -r 5 it & ic mm t m & * n 

h^Vlf^^a^ibWtU^nSo «ft(c, » 
feb^yWi/m y*) yXX h (request specific tra 
nsactions ) ^HfT^tlSo 

[0 12 2] byy^f^'yayiis no© y HJ 
(—3&V—rtb LTftffl-T*) or a i "J h U k H 
*x * y hB£7*7 >y h 7 t-JU m : Hff&tf BBK 

a, CT^.a\ te^x5-«-^(±iL> tiiE-rsfci&offlii 

* (built-in) ffifll^W-TSTCP/I Pf-+*;1/Xfi 

*). Mtvb^yVtyayicfttZ'&Wiitimi&Zft 

[0 12 3] h7>1f^iy3>a'J^^hUlBl±cDHcD 

^ < oA^afiA^* d ^^s*-r§ 0 v tfi? b y ra± 
iiffi^-r>a^T'a^i:{ss$ns©T% g 
©a«a, ^7u>y^+-Bt^s^ffl^TBf^fb^n 
&Mv3b%o mm r+-j ttBf9ftfttffK9077U=fu 

■J 'y^Xtt^^-hT'SoTfeJ:^ /<XU -y** 

-»fflfcE*&sns*--pfeSo X7^^-K*-a«5 

[0 12 4] *-©f li-tr+a Uf-ftt/^'J 7 

h y a c n <b<o*-*Gm u v #v bvic^xmm 
[ o 1 2 5 ] &m y r- y *«s«y ^->* h y ^ -y -b 
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h 'JO/^U -v ?ft»t&**-£ffl^T^©-r- 

^©±T*Bt^fk-r§ 0 «asu#^hui4. ^fti»© 
m s« 'J h y ©£15, owTiciBa*n*) a 

Bffg (nonce ) ©^ft-tr-y ~>a >f®J7% S(f^^ 7 
t-iy'lcfcttS ^ -y -tr- -7 >**^ty 0 
[0 12 6] <:©<£?£, ilfflltt, mmctiLT-fy-j 

h ft?- x >y 4^ > 7*-ttUft-t S Sft U h U tc 
ioTO* GSt^fit^T*) M#tB£ftSi:i:tf7j-£So 
ilf- * H-fe* a y x -r *tt* ftf?£i£|lfr 6 ESSf 
5fctf>fc£ffl£ft3o *-yfc-S>jWKofc*£:/*Xtt 

CfcffT* So 

[oi2 7] w#<kofc*fc{iffl*n*y^hyofc 
J6©*ft€ft©/s:/y «y ?*-fcm~BcfE^$-ftsg& 

[0 1 2 8 ] ffiffl h 5 >1f* > a >»i "J :J«$? h y n±© 

h y £#t?&ffl h 7 vif * ~> 3 y £*f lt\ xti y 

klx, mmh^yyti'aytfnftznzo mr^y 

V v >+f * > 3 > fcnf tf ftSff 2©f7 >1f ^ S/ a y 
ti\ ^visay*fflifet%rcisblcm$.-$tiZ>Ct$>& 

s 0 y h y (Bi±cDp B icr)jiffl^+ *M*mmxz s 

h 'J ^©^atoT'ft^T^-trXfcffSfca&t;: j/o h 

[0129] -o©y*^hyia©^ahv>if*'>3 

y\$, 01 6 RDM 7KI8UTieiE*nT^*o ta$£ 

1-s njjjwj-u ©as^^T-feSo ^oiisj* 
y h; - 1 icggLtvs y jKs 7 h y - 2 tc# lt 

T-ftttftf£"ftP>ftl/\, 01 6KHLTM\ Xf7/1 6 

0 1 tfc^T y # ^ h y — 1 ««*jtcBg*t {bsn/iggs 

HJM^fcfgSfcU Xf7/1 6 0 2{cfcl/^TSS^-y-t 

— * 0 -y -fe-^a, vx * y h y 

^(tttitc^y^L.msmi^vm^tix^io mm 
mmw&. wr?**- y h y t 

y-D s'sWfccy^hy'T'sscfcsiEWfSo ss 

— fe^t?. &mm , iN i ?te£<D&&<Dtc&><D y h y tc 
3 McftLTPi--c*& y , y # h u — 1 ©t^^- 

S©a«^-X£g;&&ffi-r S C i: cfc o TI2liE©-b+ 



1 6 0 3 IC43V>T, 'J h 'J - 1 (i, SS^ v -fe- v 1 " 

*y^^hy-2^^-r§ 0 

[0 13 0] Sg^-y-fe-v^gtf^Si:, Xf77*l 
6 0 4 tt5^T, 'J h y - 2 ii^^^< -y-b-^V 

y #a v y ic£S2: *n*/ vj 7^*-%)I-pt 
i/^sA^*tt^-r So y h y - 2 imamum*- 

-a-, Xr-y7°l 6 1 8»ci3l/>T, S^h5>-*f^7^3> 

[0 13 1] y#->*hy-2A^ft^7y«y^>-^ 
WTSi:<g^-rsi:, Xx-y^i 6 0 5tcfe^T, IKS>J 

SEM»A^fi^*n«o Xf77°l 6 0 6»cfe^T, 'J# 
S'hV-Zttli^tSnfcfiMHWiJ^J&fiWU Xf7 

y 1 6 o 7 tcfc^T, y d-°->* h y fSB'J7^aui-r So x 

r-y 7° 1 6 0 8 tcfcl^T, ttm^nfe 'J h V MM? 

it, mmztirc F+n * > h y ^-°^* h y © r*y h y x 

hj iC^tLT^x-y^^nSo *fgH^©»$Lt/^Hffi© 

»S(;:fe^T > # y h y tiSffl^nfc y h y © 

>y h y X h J ^r-g-tyo =t<D 'J ^->" h 'J # r* -y F U 
Xhj Km-DT^%i§€>, Xf7 7*l 6 1 8iCiS^X, 

mm h^yifzi/ 3 yfix^-T-iiT-rso y h y 

«^ti?.©IEB^*©^|5S^ns fc, *<y h y X Yfrt> 

0 fc* 7h'Jxh EB^»©-> 3-huxh ^-{SJffS d 

^ <fc r> u # 5^ h y c o y x h 

■f*f^l*jB»*4ci:3b^tSoCn6©yxhfivx 

^ y # 5? h y j; o t e§m 1 1 ti s , mm* -r s fc 

46©7yn-^©fci6©v^-^— *-y h'JX 

bmmm<D^m<D y x h *««jtcSE«"T s y h y * 

WU ISSWK, Wij^S^ffio/c:c:i:©*i / ->yxh© 

^A^gi^nSo r* >y h y x hj svx? y h y 

[0 13 2] h7>"»f^^3>^X7-T*^7-rSf^to 

ytc, h 5 >1f * s > *\ ffi©S®^-ytr-^ffl© 

vx^'j h y t«t oTf^j«snfcis»JiEW»tcis-5 

^TJM 5 n S C i: ^S*-T S C i: *<T' * S C £ \z & S t 

tito\ ens. *L73 v ©^f/^'JiiB^«^mo^ss 
■pxa: flwu^stfi zti%^ct ijy&ts s r*sa ? ft 

[0 13 3] U^hU^v hyxh±tc*i^<gs 

Lfci§3\ y h y mnmutnmmn % % ft 
*Sk:43tt s y h y ^hirk: y h y - 1 t*&s c 

t^lE-TS^g^So Cft(i/^7*- v>XxXh 

ki* iSti. y h y - 1 1 y #~>* h y - 2 ©f^©hu© 

■fe -y -> 3 VBUte© un- K*B^-rs^y ^->* h y 

1 r y * s? h y ^ ©»^i ft 7 ^7 -tr x ^ bu ± -f s * tc m 

fT^ftSo /<7*-vyxfXH., Xx-y^l 609 



(20) 
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mm, y jKs; h y - 1 ^ 6 stt* 5 nfcesnsu? 

£<DS 'J MJ - 1 *^ >y -b-^±T* 

*-£J8^T, tfi? b 'J - 1 * •y-tr-S^IESi 

y h y - 1 ©ss* v-k-i wt*m&i<titt'W 

yfe-i^i, Xf'^l 6 1 0tC*5(/-»T, 'JsKi^MJ- 

<-b*-*m^xv#i?bv- 1 tcj;oT^#^n 

5o 3«C, >J#5?MJ- 1 H\ TsTVfX 6 1 2fCfcl> 
TZOOytf^MJO^MjWEU^ Xx>y:/l 6 1 
3fcfcV»TB$|B#iEBia\ Xf77"l 6 1 4l£&t^Tg 

airaew y mj - i *>m?rzmmctti&L-c^ 

5frS*^fil^i65fci6tc^x-y^-r5 0 Cft£©rX 
Xtv?1 6 16 ^71" So cne>©xX h*^t§-T 

tuf, xf7^i6i5 tcfca^T, y h y - 1 «/ 
>x* y # 3; h y - 2 ^sg^fb l & i > T-te^-r s . * . 

IC, >Jj|H?MJ-2«* Xfyyi 6 1 7tC*3^T, § 

L&l^l§-£, Xf7^1 6 1 8&C*5t^T, ggh^lf 

^ I- 7>1f £ i/ a >«^{cH7-r So 
[0 13 4] C0B$, COh-7yif^^3>*^7U* 
frofc cnftOU^^hUtt, ■fey* 3 

*t (ms, y h y - 1 oa^e) 0 m 1 7 tew 

LTfi> Xf'^1 7 0 1 icfc^T'Jtf^MJ- 1 S-tr 
"r^ayt-O^T^MtSo i? 1 ©+-(S, 

nc««f?n, * -yb-^Bg^fb-rsfeftK y * 
y - 2 fc j: -^x&mznz^yv -y * * 

■fe-S*D&#£fr-3o c©^2 0+-«, Xf «y7 17 

0 2 tCfct^T, 'J MJ - 2 <D/«7>J y ?*-£fflt,> 
TBg^ft^tl, Xf'VT'l 7 0 3tC:iS^T, 'Jtf^MJ 
-2'\jMP>nSo §i7&ofc£, Xf'y^l 7 0 41C& 

i>t\ y=K> ? hy-2aais^2cD^-^a^-rSo m 
2<D+-a^c^<iiffltctii>T^-yb-v'*^a^-rs 

fc&tc&fflSnSo &'J XVb Vtf£(DZ7-v7Z1&7 

b y 1, ct\t)<DV b y # * y ->*-Jvi/© 



•J tfi? h 'J fciMLTVS C fcMSB^nSo *u 

*n 3--*© y h y ^##-r s 0 c ©+ 

-a^ni^wj 4-°^ h y <D*©/<7y y 

[0 13 5] ■t-yJ'3>OffiffiUb^Si*nfcS, y^s>' 
h'JttC:ne>0^n-y^©|S|ffi^^?>^:ttn^&* 

t/\> tuvwmffls.. cn^oy^^hyos^oh 

^nSo E 1 IKM^X, Xf77*l 7 0 5(Ctil^T, 

y h y - 2 ax^ >7x^^ y -b-^*» 

*-r*di:KJ:-3T, fo-y*HI)H*BIB6U Xf7^ 
1 7 0 6 icfet^T il ©^ -tr-i/^ y tfi? b 'J - 1 'ME 

^■TSo gfi-rsi:, xf7^i 7 0 7K*^tu*^ 

MJ-1 tt*tlSf*:0^'rAX*>7 , y«yfe-^*^ 
L, Xf7^1 7 0 8103^X^(0 ^•y-t-iy^'J^iy 
bV-Z^Mt&SlZt&Mt&o Xx-y7°l 7 0 9{C43 

^t, y y - 2 tt^ffi^inj*fB t , xf7^i7 
1 0 icfct^T, y h y - 1 frbgifw-orcmfflZiZ 

tl-TSo Xf7/1 7 1 Hcfe^T, SftWIBaVU 
h'J- l*^SlJ«ofc^Bli:Jt«!SnSo Xf7^l 

7 1 2tc*3^T, cois, ffife^mmm (&ms, 1 

jSbT^S^, Xf7 7*l 7 1 3tC*3V^T, U#S^h 

y - 2 a, y # >>' mj - 2 #»j h y ©^ig?r^ 

^frfcLtl&^©T-M5>1f?>'3 >^H7-TSo fiii 
LTI/^t^^ Xf7^1 7 1 4t£*5t^-J\ 'J^h 

fe*'fi»f f ;i/*tt, y>-Hv , hy-2o^D>vi'^-rAi: 
y h y - 1 Rtfy b y - 2 *»6owimo¥^i: 

[0136] .tosv^iDS^ii^-rsfctotc, u*s;h 

'J - 2 {±KfF^-^[eia 5®) tT-St>*S5)< 

•0)0 

[0 13 7] m2<D*zyi/aymbh?yVi?i/a>li 
Login transaction (D^V> • h'5>-9 f ^v'a» "X? 
fe^o Login transaction h^^lf ^S/a 

?<DM&*^xv Z?%tcZblrC&mZtlZ> 0 Logi 
n transaction (i % ?\si?y Mtw^H^^n^^S 

Wfi^fe^o Login transaction tt x 1f^>^7x 
-X^fettSa— *f £ U h U icttl&LT^Z 5 1st? 

-IftCctoTS^^n^Personal Identification Numb 



(21) 
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er(PIN) «IAf8SiJ##) 3.— W, 3— 9V 

y* 7 x-xA^atT^§ y hut &Sft § y * 

WDSEm4*n€ n© y -rv h y o/<r u ? 77 

CO 1 3 8] Billing Transaction (ft* h^Vlf 
>fcWf So HI* h 5 Vlf * S/ 3 VI4±T©flS0*fW 

^^i'aytt, VtfishV ttUiSy h+r-/<5<D 
: 

• y h y ta— *f^*neo*»*^ us>? mj-- 

'^KS^SfcJ&oaa&tf LOG IN h^>1f*S/ 3 > 0 

y h y i * u^-y h-y— / w^-v/xt-a t lt^ 

• V Ftf-/ W^O^fcff 'J 7 'J >?V\7 

X'sS^-fSBSRtfl.OGIN h^>-y^'>3>o 

• S^fJ0ST-5/i46<DAssign-fee transaction 0 c 

(Dhyy-ytzsayiaottzmmz. h 5 a > 
MM?, h 5 >tf * s/ 3 y #s> h- y ©ra- 

r-£^£y 0 h^>-y t ^>'3>lct5^THP.^OS^« 

• M$£#JD^T5fc46<DBegin-charge transaction 

(.m^m^h^y^^-yay) „ coh'7yif^->3> 

7>1f^">3> (Assign-fee transaction) tfc&fflW. 
ftib\ d©h7>iff ->3>(i, 8&*JSTh 

• ^^ffltcWT -5 WS^HT-r-l. End-charge transac 
tion 0 (C©77 P o-7<D^T*fi 'J h 'J fiB^T" 

• /<-7:Jvl/*US>y h-t-AtK^^y 7'J >7V%7 
7.©KcDReport-chargestransaction (MSiiSl 

X (ITfiflSS) 1»^tf*U^y h©*JIB*M*r-fSfc 

Co 1 39] ZTvmXh^yiftz/ayiath^yif 



Ts v^ywyayo*— f ^co-AaWr^-Ffc 

CO 1 4 0] -t >y i/ 3 y r- 7 >1f ^fa^lTL 

-mj a, •y-A ; t-F©y>t°>>>y^-r§fc46tc<$ 

^tscoy-xic&t^-ni, y ^xx^sctf-y-^ttiwii; 

>+f ^ 5/ 3 >f*^t rt» h =7 y*fi y 3 yr*3b r> x t> 
•cojcSft'T'yx^xicfci^ sish^^if 

7 3 3 ft<^ < Ofr© I- v >1f7 -> 3 >X7 >y 7° 

Co i 4 i] fe%mbyy*??i<'3y<o£x<D-byyf- 

jvZT. (WMWO ©— g|3^fe5^<ofr©Wa©X7 
"j/TW&So i:n5>(DX-f>y7 0 {i«jih^>'-!f^>'3> 
Xf--y7 > i:n?(fn§o r^--7x>^j Xy-yft ft 
u-*Jy>?l X7-y7cD-o0X7-y7^fe§ 0 

yxF?tlTV5o 

Co 1 4 2] hyy^f^yayn, T^yziw-tHD 

-^^tyDigital work^lM^-r§Ci:^T't§o 

> fi It 7 -< 5? * n, 7 - ^ ^ 6 ft -5 7 * ;1/ ^ $ A t % 
^t§iii:^ff§o ffil§ T7-^J t±7^-tXJtiT 
^37-r ^^;l/7-^Offijtoa5^xaffifiO-lr>y S^r 

CO 1 4 3] X7^7©£<y;#£©||ft*Wc£ttT 

^T<DC(D<1; 3 ft7x >y ^A^-^OMJl^O^n^ 

CO 1 4 4] El 8tih7>+f^->3 y<DtcSb<DmW<D 
Pm<D*-7-y?TkUtu-iSy?*TV-7°1k7F.LT 
<^5. COBf*T\ aS*%4U rfi^T'ti) (trust 
ed)j -b<y->3 >A^CSA^nri/>5i:{5S?tl5o 



OfXhtt, 7-^#7-^ng<*fc7£-y7 < -£ftT 

o fee* k lt© 7- ? tswr & nfc^aB6ft l 

TVSo m 1 Xx-y7l 8 0 1 fC*5V> 

tt S K h 5 > - If * 5/ a > K» S L T t -> * *PJ A^frffi * n 

i.Buic, g#£n3;&e>^3?flfflxxh;£iifrf3 0 9j 

*.tf» (77 h 7x7©) I'yXh-m 7>^>7 

h -Mtfttf x*U - h*#, «Pj3WfflE«n*WK: U * 

7-7#U ^xx^ntf-^nSmiK* x-fi^/l'x 
§0 ?ftfflxXh©^n*^£fg&£>ti\ Xf771 

•y7l 8 0 g^Snfc h^>if ?:>3 >lc 

WJSLT^5*?iJ^f : V> > ^;l/7-^tcWLTl^^n 
ftfrSMfiyi'tSo S MS* L T V ■> 3 t$|HJ 
tfxf v ? ^;l/7-^tC^LTlt|g?n^^-3/c^, X 
x -y 7 1 8 0 5 Kfct^T h 7 '> 3 XiiHTI" §0 

®€t, v-'tit, mizftm- srztbvm* v&mm 

fct tlfcfr : gfr%&fet 5o Xx>y7l 8 0 6K^ 

^3>KMt5?^ Att8*ttff "f § C t K 

fci§"8\ Xx-y7l 8 0 5K*J^T H7 71f^v'3>(i 
iHTI" So 

[0 14 5] *^M-XO*tt*'ftfcSnfelfS, X 
x-y7l 8 0 7\Zi5^X*)r—>m*l*a. 'Jx-f&tf7* 
•bX^ff^rf-i-y^-TSo dOi^ft-tr+iUx^Rr; 

1) >J*x**a^Sftfc**ayx-r*5XX«* 
ft J; 9 iB{u©-fe* "x U X 4 7 7 Zic h% c i: 0 

2) •9--/wfec,y ) 5ji^nfc*-y7i'-<f-">3> 

fX YK^&LX^ZCto 

3) U 7xX£tf&£kfr3fi££ftfc*-77'l'-tz-v' 
ayxXhK^l&U fce^SS^ftfcxVi/^l/x 

if^-fn©*ftt»fc*n*3&»ofc»^, xf77i so 

5tcts^T h^>tf 7 -7 3 yimitZo 

[0 14 6] *i*3.VT-<RV7t-tX&m<t'<Tffi 
fcZtlfctfofetZt, Xx-y7l 8 0 8lci5^XV- 
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h tf-tf o{cH L^m%, h y 7 3 yitftT? Z> C 
£#T*t?\ Xx-y7l 8 0 SKts^XVyy^ti/a 

[0 14 7] ne-#7>hAHfmc^L<&^£:{K£ 
■TSt, Xx-y7l 8 0 9£33^T\ "9--/^ 

fie^*fc*tifcCi:*iS-ro fct, Xx-y7l 80 5 
-A 7 7 H #h y 7+f 7 7 3 y\c&m ZtlT^Z 3 tf- 

7i8i ocfe^Tii, ^ffl^nrv^ntr-^SKh 

7 71f77 3 7£43^TS*£ftfc:7V^#;l/7-7© 

[0 1 4 8] X-r-y 71 8 1 1 lOs^ 

X ^ ? ;!/ 7 - ^ tT Loan" 7 ^7 -b X flff ij *W L X I > § 
^Mfi-^tS, "Loan"7^-feXtt?iJti\ ±TcD 

©7\ #SiJO'7--Xt i S5o x-f v'^;l/7-^* r Loan" 
7^-bXfll¥iJ*WUT^S«^, Xx-y7l 8 1 2tCfe 

fi77?M„ «Lffi^tlfcntf-cD|S(axf 
7-^7 (D^mti?iJ©3kT CD/ ^ 3 > &c2tT 5 Copy-Cou 
nts CD&mx&Zo a^7-^KBBLTtt, 

s§o 3>rcD3t;-^aLUisn/c^-a-, xx-y7i 8 

fi» "Loan"©1f *IJ<D/ ^- ^ 3 5 OS 0 <D*tt?iH±*f 
e>^^^n§o "Loan"©fi#Jtf-o£tt<Di§^ ft^fi 
ffi*T-$>i> 0 S!?(0«|jpJaLoanO«lfijO/^-^3 >tc*5 
^Xi±MZtircmm\ XSRemaining-Rights: 
^nT^*^#&tt^LT'*§o LoanCOtilfiJWIta/^- 

(#fflffi$» tbT^en^c Xx<y7l 8 1 4{Ct5l/> 

Kfe5*^*gfcs-rso s*?nfc-tr-y vtmKxom. 

ffl(D-tv hF*3t^-»*&, Xx-y7l 8 0 StCfc^T, 

■9-— h 5 >if 7 3 y*&Tt% 0 

[0 14 9] LoanA^x-ri7^;b7-^OMffl1iT'«*^ 
fc«tfiJ*^S K) QWHO-fc -y h rt tc * -5 X x -y 7 1 

hy--'*<Dm<DM*t<D&mh : 7y J >f tfa y%ffltet 



ffitti 2 n 3 o ffit<D&» h 5 > If * a > "T * 
T-x-y^l 8 0 5tCfct/>Th^y+) ! ^>'3>(ill7 

[0 15 0] ^ft*^x>y^$n§|lMSA^Xf->y^l 8 

0 67^M1 8 1 5 OJSfffctfcbJS: < i: i:tc?iB 

[0 15 1] £<Dm&T\ m\tt&X7-V7tt&&ffi 
*n» Xf'^l 8 1 6£LT«£tl3<, £©4«M£ 

[0 15 2] ttjl<D^n-i;>^'h7>if^>'3>Xr 

•y ■?<D&% «\ h^lfffa >**I»K^7 1 
T*\ -9-— /^ictoTllfT^n-So @1.8£IoT»S 

Xf7 7*l 8 1 7K43V>T\ S^^nfdSWtC^fL 
TflMSntV* 3 fcf-OffiBSfS h 5 >1f ^ > 3 >K 

1 8 1 8lOs^X. +»"-/^il>7yif^^3>lC-a-$tX 

g-Use-Tiie^e.Sjib/c:B$F4 ; &M»-r§ 0 ttflJ 
K»*SUTV^S^fttt*^5#&, Xf-y^l 8 1 9 
fCfcl^T, ^-^aWjRfcffl^Sfc&EEnd-Charge 

[0 15 3] #J*^tM!*»»tt, 
XX^'\«Dx-l'->*^;l/7-^©fSjM - eS§c zMEsSffl** 

B, U h 'J l^±0IWT?Oi§<Iif>Kr$--.X*Ift *3 fit) 
&&§ti^3>14?-x-y? (0flx.«\ ^'Jf-f, f-xv* 

[0 15 4] (ES7"nh37l/Ogffif:*5[§fi""4, ilffl 
*;KE>afcgXtt»ifefc: * 3teS©£ 3 *^ < ofro 

F * ? K J £ £ \C <fc o T 'J * h U tffl- $ * tl 7 - * 

[0 15 5] h5»Wi/aytfttW (AXf9&Q 2tl 

[0156]H19M\ K7>tf*->3>4MCflMe*<E 
5 0 §^-y^X{4, tf-/*e-F 0£&©£8!n 9 0 1 



W8-2 7 27 4 6 

©±) Xti'^x^t-K 0±tfSll 9 0 lOT) ©^ 
■^tlAHCfc^T U #Sy" h 'J Ottl^^to HSO^RlB: 
#*gfRl±©W©£&£S-ro 2*-y XDfcflitt, 

y h y iwkt©^©* v -t^aa***-. nmos 

[0157] il 9fCtMItTtt, •9--/S(4g&JK:#rU> 
F5>1f?'>3>Jb*X#-M«y^->"l 9 0 3£fl*L 
T^*n5 1 9 0 2©#f|gtC&3o CCD^'ytr-^B 

*Jtt» 1 9 0 4 KftV>Tft»ttflg-<:fcS 'J 'yxXyttf 

1 9 0 5*|tlfrf 5o 
[0 15 8] -9— ^Bx-^fiiMttSI 1 9 0 6*^fr 
U r"-#7n>yiM 9 0 7£fi&U #£7^7 U-y 

^mn 9 0 8©i#«*sifT-rso T-zh^m^n 
l> x-^^a-y^A'^tc^tiRe.nm^nttT^ 

/l^'V^ll 9 1 O^t^tLx Acknowledgement mess 
age (7^/P-y V s • >< y-t—i?) 19 11 %-9--/W 

[0 15 9] &*)£<<D7nvt*m?>m-&, y-'Vt 
y •^x7.^^P)Acknowledgement message ^"S^IRSS 
"P#^^"5o Acknowledgement message A'S^IR^tlii 

isvv&nzfimtSo coy ^xx^tisic^ffi-y-r 
^;i/^sa-r§o 

[0 16 0] •9--/W»^^n^^^JM§Hulciifflo* 
fft**ta Lfclf^ S^-9--/^i h 7 >"9*^ 3 

^fg^ns+^^-t^ffii 9 1 2icA5„ iBistCx y 

^xX^AWT'n-y^WtlSSHutcafflO^^ 
fflbfdt£, SK'Ji-xx^ttiRiBttfil 9 l 3lcA 

[0 16 1] jM5^i:-r57D'y^7A*^<^ofcli#, 
•9— ^(4h7>-9*^->3>lC3 5>y h (fiffi) U mi 

1 9 1 4 tfett-SgHOAcknowledgement (7^/U-y 
i^) %'&Wt'? : bo -y - — ^A'-gifctOAcknowledgement mess 
age *SltIftSm"cajl©5fe«Ai'feofc , i^ 
Vti 0 h 7 >f ^ •> a Xcn $ 7 h t #cffil 9 1 

£^t? 0 coaajti-ooBW^^fc-To ccisia, 

^3>lc {4§ttIS e> n*** o fc V* ;b7 - ^ lift 

■<y&WMtz<D*mm-tz 0 -y-z^a, ^(c, -?-o^ 

7t#gl 9 1 6*mfitZo 
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[0162] &imz> : it-$%?uv>7i$i>o%.^)t 

XX^iMKT'tt, 'J^XX$a«il 9 1 7lCfc^T 

ott«nci3«-*jiflio*«**a-i-*fc, 'J 7xx7tt 

©£7tfflgl 9 1 91CA§ 0 

CO 1 6 3] *-«Htfi, ^-^StfU^XX^O^ 
*\ £T©7-77ny7*TOjg£ni>mik: Y?y*? 

7-7 3 yhm^tntcm^ic b 7 yf? y a y**\ y 

•tJltZ t Pile, ±T<D7'- 7 7o -y ^y I *«*ftfc 

msic^M b 7 y*ft> y 3 >tcn ^ v btzctnh 

[0 16 4] *)r->W±T<07 : -if7uy>;*mr>tc 

(MnS7 h Lfc) t>\ y 7xX7tt£gBWt8^ 
T^&frofc?), ^71^7-7 3 7%*+ 7-brt/f- 
5«k5&Rrti14#&3o &e><tt, W7a©>; 

#7* r- 'J afflKD5fc»*ttliJ U ^ftS: CO'J h 'J 

"P*« 0 "t-©«SStt, y7xx7'J#^r-yi<:33tt5 
OftB! L K tit § 7 - x tt if 'J * y b V ic <k § 3 to <k 

[0165] x-^oa^w^-rsfci&K:, 
tt, u^xx^^e>osn7^yu-yv ; ^§ttix?.s 

7, fc£K»3IEa;£nfc7V^7/l/7-7&f f y-hL 

3$7hJ Xtt2 PC (2 phase commit) tvf&tl&o 
[0 16 6] T2ti35-yhj ttWTOi^fcfffflf 
5o £ 1 7x-Xtt±Efc*Snfc2fffifcl^ttK:flU8-f 
3 0 ^-MfiU^xX^^TOx-^^iMSo WiV> 

— /fyi, ready-to-commit y< y-fe— S^&y 7xX7^\jM 

5 0 y?xx7tt777 uys>*y ^-y-rso ^ttc, 

^-^(i3 5 7 'J 7xX7lC3?y h7y-b—7 
H$, y 7xx7tt7ri';l4c=i5y h"T.|>o 

[0 16 7] »«0^Xttffi0*7y$'a#fco;fci§ 

y *x**tt h 7 >1f* '7 a 
&lctf-/*i:ftfc:^x y 7vSy 7 L£ttfttt£P>&l>\, 
+r-^ttcn£»LTgi|?7-K%|fLTt,'>5o 'J 7x 
X*a<£T<DT-*£§tt8loTV5A>fc Ltl&f>#, 
•J ^xX7#gi|&7yb-7^t#T^&fro/cii£, y 
7xX7ttn^y M,Ttt^£tf\> *t—*if~ fin-y 
h-fSi:, 7 7^/l/#££tciSM£ftfci:i:#2 pc-y 



^7;l/%^te^£itiHcfc>froT^50T\ +r-/ sttyV\ 
iIA,T- (hjyifti/a yf£M%m^T) 7r^f 
y-h-rsci:^T*t5o 

[0168] rai;»£*ai«*s;fc&tcteffl*n«e:i: 

7-£%7yY77 h^C&^SflSKttinWWreftl/'S 

>b*$ffl-f 3CfctfT-*3o 75f*77r-#7.yb~7 
7 7 7 U y S^OSIBfll fc&T*<D#, CCD? 7 4 

7ybiz*-zm2>o 7^-f77r-tt7V7"7;i/ 

Mi, 7^77> h#7-7£Stf&ofc£i:<DB.3fi& 

[0 16 9] W3t©ffiffl*»C*H-S h5>1f*S'a>* 
iXTtcUJB^-f§ 0 Copy Transaction (3fcf-h-y71f7 

yay) tt, iwfrxtt^*4^ffl***-r**7- 

• y 7xx^(i+)"->'WCopy Transact ion£Pjfl&t"3<fc 

^ {c ^ >> -b-: c<D*v -t-yiz 3 tf- £ ftS 

3>, 7-7^E@-f^fci6©^T^7FbX (7*;!/ 
7*rtOffiH) Iffffi, 7-7lcWT57r-f^f f -7 (-y- 

• y ^-7 h y a:ttfflo*-y- >7* • h =7 y*f 7 ~> s > 

• Xf--y7 s «r^f-r5o 

••9— fi^7a h3/Kcfct> g*?nfcrt^ 
Rt>*T f -7^7^-r77 h'Nte^'rSo Next-Set-Of-Ri 

ghtsA^j©M-7 3 yicmm^tifc^. cn<b(om 

§Copy-Count7 -T K#, If?n/c3 tf-g|5|StCb 

>y h?n§ 0 

•y^xx7{4, 7-70rtS, -7-7, SD'^fflffi^ 
ESU c07-7^IB1f.-r§o y 7xx7(i3bT-A^ 
fffig * n It a f* t Bf H ^ t* -f -7 7 /I/ 7 - 7 (DM tt O * K 

• "J h y tt, «a© yD->*>y>7>fy^3> 
Xx-y7^HfT-r5c 

[0 17 0] Transfer transaction (MiiMb7y*f9y 

ay) tt, mmx.iz s P^'p%^i&f%mziit%v--9<D 
3¥-%m<DV#yb>)'^&mt%rzib<Dm#T'3bz> 0 

CopyTransact ion t ttttHSWfc, C ntt^-^^^ 67— 

7 n tr-^£-r § c t cfc §„ 
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• 'J ^XX#a+r— /^Transfer transaction^^ 

3 <fc a £ * y -b - i>o c O ^ -y -fe - 5>ttteaS * ft 

• U h 'J a±tffl©*-7x y ^ r- 5 >1f* S/ 3 >X 
Rtfr-^*'J ^xX^SS^-f 3 0 Next-Set-Of-Righ 

£\ *';^;i/©«5pj^(£3isn5o ffi^co-r-xfcfc 

SU u©7-^*IH1i-r^o 

• U h U ««JiflD^n-5?>y K^y+f * */ 3 >X 

[0 17 1] Loan transaction (SittJL r-7>-*f 
» fir-r ^^;l/7-^03b!-^«Lffi-rfc460^A 

^©rt»/<7^-^fc:±oTtt^nSo 7-*«Br£ 

• y ^7 xx £ a +r— /V\Loan transact ion£Rfl#r3" 5 <fc 
«0^-^3> 1 7— ?*EB-r5fc»©5BT5fe7Kb 

• •9— R*«nfc«a»nBo««tt*^xy* 

• U #S> h U tt#M<D*-7->? b 9 y*?t> ~> 3 >x 

eg-f 5o Next-Set-Of-Rights*^^^nfc^&, Cft 

• ^xX^S7-^©rt§, «£ffl«L ikxsm 
•■9--/<tt«LtB*nfc3tr-»*Ei«t*±3K:7 f -f 



Cc07-^©^ffl«rlt^-r§o 'J^xx* 
Tvy r-7*- AfcvSa— »ftt, CCT\ f^>*$* 

7-^0(Ei3S?nfc3kr-*ffiffl-rsc.i:^T*t«o * 

»-X 1 : «at)BIB©WHIBI*S^ttV^i»6nT*6 
•f , 'j * x X # 'J # r- y ^Return message ;>< 

• iiai* v -fe-^tt y txx^^sij, so? h 5 y*fir%/ 

T$aa£fts 0 ) ccxf'^a, cct*, ica-f 

<S>o 

• U*xx*tt*©3£-*ai6ftieL-c, ^ty^6* 

■rntcL57-^«gi)Wt3gai^n-g.o-c ; fe5A\ y 

»-X2 : «fcb LWM<O^IH^ffi^*fc*nx y *xx 
^A^^Return iessage%3MoTt/ ,, ^:l/ ,, Jia'> 

•it- /^i, ^ffl*<03tr-7^-;l'K*, «UfJ?ft 

ftf-f ^^;U7-^©SfcW^ y ^ y b?5o 

• y^xx^a, r-f ^^;i/7-^ontr-*g|&^c 

L, ^*»J^6f?-fS;*;l/7-^3lf-*}fii-r*o 7 

CO l 7 2] Play Transaction (S£ h =7 1/ 3 

» ti7-^©rtS*ffiffl-f Sfc»OH*"e»So -US 
7-7«r (play) J -TSC^a, Xtf-AX 

a— WLTf-f ->*^;l/7-^^\3M^i:i:T*SSo c 

§<, 0>j^.a, cn£©rtga7 , y>2'\jMe>ti3a\ x 
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[o 1 7 3] mm ns£ (piay) j «, ^=&©s£, » 

SSTfcSo li£©-flgW&»fi«> r-r 

«f*atflE8Wia%aii-rso ft^T, assA*^^ 

1-§o T<r McHLTHu TV— V-fix 

• /Wlay Transact ion£M#rfScJ: 
•Mc^-y-tr-v^So CO^vfe— 5>U\ S££ftS 

••9— ?l>— *-<Om\<OMW&t. C©7V- 

■r§o cnewcjns^f^ x^-Tfrr-f s 0 

XxyT'fcflfrf S 0 

• -^-^StfU^xx^a, fe^7n yztMC&^T, 

*©B£&tfiU »£&Wt? 0 'Jyxx^ljyi/- V 
-£ffl^T7-7©rt§£W£-fS 0 

-r-y7£Htr3"S 0 

[0 17 4] Print transaction (7°U > r- • h5>"*f 
*->3» tt7-*©F»iS£ T7U>^J ±T'U>^"'J 

a*Lft#6, a^ocofflscffiffltfe^s r7u>f- 

-r ©±&sn««\ «fflffi©<$a©yi-<pjnc&sJim 
^riomm t mmic c turn go©*- v •tf-f 3 

C0175] ->'^ ;i/7-^ tf-i > h ?ns 

u h y ©iwssfl'v&iji- s 0 mz. 

tf» fffi©H$>*£xXA#&^i§£, xVf**;l/7-* 
#-Hffll6tc7 p, J > h £ftS x-r ->*£;l/7-7&<$ 

ffls^ft^-r* y h y fccfcorws^n-f tau 

X^©7y ft fci§^ cOr-f ~>**;l/n 



• 'J^xX^tt, +r-/Wrint transaction ^F^t" 
Siotc^-y-tr-S^gSo C©^yb-^ttS4*ti 

f£ffl£ftS7'y>'#©isSu\ 7-7©fc:46© 
77^;l/f-^, Rtfg*£ftT^Snt;-&£^-fo 

• ■9--/<tt, 7"y >#H»jOWS»tt, RtfT'y >2f$53iJ 

i:*fij±©7*y y*tts©s«tt*?-x 7 s 0 en 

• y h y a«a©*-7*x>^ h y y*?>? ^ 3 >x 

>r-fSo 

• ^u^*«f7LW, 7y >^ty^xx*{i*n 

• y # s> h y imm<o tu-vyvvyy+fi/i/a >x 

[0 l 7 6] Backup transaction (/^'V %Tv~7 • hy 
^^;l/7-^©/^y77>y7n fc?-£fM-f £>/£&©§ 

5RT'fe§o y#^hy©rt^{C*5^T, t+aijf-f^ 

•v ? 7 y 7n tf-fi, JXT©Ho©j^fc*5(/>Tffi© 3 1? 
-i:fiS^S 0 (l) iin5>©-tr4 1 xy7 : -'('A>y^7-y 
73 tf— tiCopy transact ion < ^ Backup transac 
tion©iMiSTT*m#£ft3o (2) Ctl^tiE^n 
-hLT*7>hb*^ 0 (3) cn?.aiEM©3tf- 

[0 17 7] /^-y^Z-yyntf-ficltlBtcfjyaTP) 
^-ne>©B4, 7'J > r-xaSfeii* (embedding 

[0 1 7 8] Backup operation ^7 -VfMf) © 

7-^©rtgRa : fga^#tyHg^b$n^x- 

^•rs®7t;7r7;l/i:©i^7aT'feSo ^<©^-&tc*j 
^T, Bg^fk^nfcf J -^7r7;Ki, Wi'Jf-ffl 

So C©<t^^:7T7;Wi, ^SWt^T'feOgfiJ^: 
flftiStttsn*<: fcA'-ef? So «7c7 r ^;Wi U r- 
yrttcffi^^tiSo c©7rY;Hi, /^y^7<y7ntr 
-©a7C©fci6tc£vgT-feSo C©7r7;Hi:, y^~>" 
h 'J ra±©ST*©fi^©fcfe©fil«*WtSC £#T*f 

So 

• y^xx^fi, -9--/WBackup transact ion^P^-T 
S «fc 5 »c ^ -y -tr-^^So C ©^ -y -tr—>*«/^-y ^ 7 
•y7£ftS7-^ SKh7> , »fd'5'3>fc*^Tttffl 
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?tl§/Vy^77 7m<D/*- V 3 / S>y * 7 «y 73 tf 

• y^xx?«\ 7-^©rt£, 7*-*, Rtfteffl^* 

[0 17 9] l^<-Ort»0'Sr-*fcJ3V>T, .flWBt*ttfi 
ttSBv'X-f AXM«-f-7©<}; -5 a*??* >E* 

sa*^ 5 fc 46 tc Bt^ f t $ n fc rt $ 7 r -r ;i/ * 7 

-*^7 (fig) -rscfc^-etseifcttfiEfij-efes,, 
x i: n u g£ £ t 5 o c © <k -5 * # y # v v y 7 - * 

■Y7^tt«BW\ ryj>"f-f>yj ©Jfc5££lt&S 
77-T;l/ (LfrU IB^r-f^-eH:*^) 

CO 1 8 0] Restore transaction (MjtY^y*?'? 'is 

• y^XX*ti, Restore transaction 5J: 3 
g5c1t(D^-^3>, 7-*£EB1"£fc#>0*&T$fc7 

KUXftffi, Rtf7-^ctt^37 7-r;l/7-*^ 
"To 

l>J§£, ^v>if^i/3>(iX7-T'l?7^nSo 

• y#->*hy«. itJi©^— 7xy^h^>if^->3> 

X7-y7£ltfrf So 

/<tt, '*7t7 7-l';l/^e.*-*^-r5o iaw 
7-*rt£, 7-*, Rtfttffl«i©BS^*»K 



St>*r"-^^y ^xX^fEgtSo Next-Set-Of-Righ 

tsttm&z ntzm^, ens 7- * icstr s«i 

y * 7 v 77 T -f /He *ff §f7*;l/f ©JtfU-fe y h ft 

• y^xx^(±, TV i??)l<7—!7*iZm?%o 

• y^h'Jttrtiico^n-i/V^- h 7 5/ 3 > 

• Xr-y7%llff1"5o 

[0 l 8 l ] Delete transaction (x'J-h • h^lf 

^5/3 » a, 7V^^^7-^x«y^i>'hy^e.© 
7V->"^^7-^o^acD3if-^T f y-h-r§o 

• y^xx^ti, Delete transact ion^BB^I - 5 <fc 3 K 

h^n§7-^, a^h7>'-»f^>'3>'Ofci607 ? y- 

X7y7^ffr5o 

• X7-y7^HfT"f 5o 

[0 18 2] Directory transaction (x-^ Ui 7 h U • 

fk?n5Ci:*^V>Ta, TENEX Oj; 34«©7 7-r 
;b >X f- A tstt § 3 - K i: SJS |SI U%x73 T i * 

[0 18 3] Directory transaction (i, TV ^^^7 

SJ* * L T ^ S o 3 — if &mi * ft ffi L (/ ^i: S o 

3— tf© y ^i/* h y >^ 7 x-X(i, ffifflnj 

ffi^^tl-So C0Jc-5tC. ^< ©Directory transactio 
n «, 3— tfCBUcMAttfL, £T<D*i?iJ£iTffi-r3 
C i:<Dji^cD7a-txO-gl5i: LTff^?n5» 

• y^xx^ti, Directory transaction 

5 ICV— >v -tr-^j^So CCD^ <y -tr-: ^'lif-c 
h l JSS(DlgigT-fe^7r-r;L'Xa7^-;!/^ Rt>* 

■ *-/<ttiJ ^XX^OUffiA^-bXWC'&SC 
THIDE-NAME (£M<DISJD «ffi^*^§$>e>»0§7r 
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4)1<d*-l*v ^-yu&i^u cne>©f±ittc*5i/> 

TH I DE-PARTS (SB#<Z>|gR) *WTS*5«>57*;I/^ 
Xfi 7 7 -f ;WDg|5#* U ^-yLft^o If $8#7 7 -fe 7. 

• 'J #-7 h >; a, Pmvt-zf-y? h 5 7if 7 7 a y 

7*>J7x7>*'\jg5o 

• 'J7X7,7a7-7#fBirf3o 

• «J #7* h U «#»©7 n-777" V 5 71f 7 7 a 77 

[0 18 4] Folder transaction 0*)\>#Y ! 7yW 
73 7) 7*;l^£rM&tfy*-A 

OgsRT-S^o Directory rights (7-f U7 MJtl) t 
Folder rights (7*;l/#ft) «\ 'J^hU© 
M/£tfffi© U 4? 7 h U 5 7 7 -b 7X&iiIE2 n § c £ 

•U7XX*W:, +r— Folder transaction*^ 
t*J-$fc*vfe-S'*at*o C©7-'y-fe-*7«:, 7* 
;l/7W©W£<fcS7*;l/7\ Rtfl^ h7^1f 77 
3 7©fc46©7*;b7*fl©^-73 X i&fK Rtf7- 
7£*-fo Krf1*H\ 7T^Off«, 'J*- A, 

• U # 5? hi) «, pm<D*- ^>^*F7>f^'>3> 
7-r-y7*HtT-r§o 

• u— BSsnfciif^s^ff^So 7* 

/l/7*ftjix\ 7* At? - u*-a v xa7*/^7H^©7- 
?©&f^ *nfT-r§» 

• 'J *°7* h 'J «, ±til©7 n-7> 7* 1- 5 7-9*7 7s 7 
77-y7£Hirf 

[0 18 5] Extract transaction (tttB h^7+F77 
3 7) «, 7-f 77;l/7-7©-g|5;£rifc:-U ^tV& 
#tyfffc*7-i'*ftfi)t-r§fca6«Dg*T'fe-i. 0 Extrac 
t transaction H, 7-r 77/1/7— 7©— gp%, iljfa© 
*JHXt#B&#EB«*nfc d-7D7 ^xa->x;w>^ 

■pffl*»fffctSft5o atiitiSft^x-f S?*/l/7-7 

• 'J7XX£&, tf— Extract transaction 

tB£ft£7-7©g|5ft\ 5 7-9*7 7 3 7^*51^7 

IrtLT&gtZrcVXDflTftTVlsXftn, 7-7© 
it 4&© 7 7^71/7-7, Rtf#fm53fc!-f5<£7jrfo 



• U #7* h 9 !iftil©*-7x >7 h 5 7+f7 7 3 >7 
RO*x-7*U 7xX7^\$E3^-r§ 0 Next-Set-Of-Righ 

^©WflJjtflSg^ftSo C ©ftfijfcfcf-f 5Copy-Count7 

• 9 7x7.7a, fig, 7-7, Rtffl!ffl**IB8U' 
C©7-7£lBtt-f£>o 9 7xx7a, 7-7©S14tc 

V> T fr L V * 7 - 7 tff&S * tl fc 0 £S "T 3 o 

• 9^7h9a&a©7n-: 777"- h7>f^->3> 

[0 1 8 6] Embed transaction (S#>jA# h => y*f 7 
'73 7) a, 7^ 7*/l/7-7£ffi©7-f 7771/7-7 
©-SPi:-r5*\ Xfi7-7©r-rXhUea-^tc c fe 

• U7xX7«, Embed transaction £li#rf£ j: 3E 

•Jr-M^-y-tr— 7*j2i5o d©^-y-fr— 7tt, i£§&iA 
^n§7-7. S^h7>-9 !! 77 3 7^ffl$ni.SA6 

©^Tyc7KU7lfffi, 7-*ffl©77^;Pf-?, R 

• +r-^fi, «»Rtf56T5tK:43ttS^T©flifiJ»c»-r 

ttX7--c 5 h771f7>'3 7*ll7-r5o 

• U^7hU«±ta©*-7x>7*- h^7-»f773 7 

teKl7D S^^nfcrtS 
ROV-^^'J ^xX^Afeigt§ 0 Next-Set-Of-Righ 

ts*%««nfc»^, cne.o«ifijA^7-7{c*f-r§ti 

WIBMS n5o CcDltfiJlC^-r §Copy-Count7 ^ -/U 

• U7x7.7«rt^ 7-7, Stf^ffltl^fB^L, 

• U #-7 h 'J ««a<D7 n-777* • h 5 >-9*7 7 3 > 

• 77-y7*SlfT-r^o 

[0 18 7] Edit transaction (^h77+f773 
7) tt, 31#©7^77;l'7-7©gi5»*3tf- > S 

*ff«-rsfci&os*-e*«. d oii mi, me. 7-c 

77;l/7-70rtS*^S-r-| l Ci:A*T't-5o IfS^n 
ttffiiiff S*(i7^ 7*7;l/7-7<Dgi5»±T- 

fijx«fist^»u*i/\ &®zft5%m<Dmmtcft 
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T, Edit transaction^ 7-£ift£^MU frbl^ 

• y*xX£ti, ^— A'v Edit transactional^ 
Si^tc^yb-^^So CO* y 

ft 5 SIS r- 7 y^£ f 3 VfcffifflSftSIMMt 

tf) . 3l£7 > P-teX©fci6(D7 0 P-bX- I D, 

I D©1ffiJ{cfc«-§&e>®57'P-tx- I DitfflcHL 
>if ^y 3 >*X7--e«7-fr3o 

•y?xx*«\ x>r >^;l/7-?©rt§£ffiM;*ft5 

BJ»*»*-r<Bil4:^-etSo Cfttt, ISJik x*X 
K M XtiBtt (*£) XttxU^ 
tV7 G£*J) 7-**flW5©Mrflifcflfi®X7 L -y 

• y#S>HJ«\ £S©7P-yy?"- r-^+f^a 
> • Xr>y 7 , *Hff-r5o 

[0 1 8 8] Edit transaction (MM h 7 >1f £ y a 
» l£IEHoaS©7-^*8iJi-rs/'ci6K^ffl$ 

XRcHLTfi, C O x * 7. h £*iHf3/c: 46 <D7°P-t 
XH\ S^1fi^S*-r^o r*Xh4'©7-K«: rg 
ttJ U X«#7y h'fST'p-feXfcSJIfcJIfcSft 

^r^^ajg, =gb<«E* (xn-) <DiSAn. X 

^y^l/tr-r^cHbTfi, H^^M-r-SfeOfiiii^ 
WSr&Bfc**, #Ji:bTfi, xy-'jyy" (ffi 
*8'h) , Xx-;l/^X<Dfl&ffi, 7l/-A^IffiL^ 
bTX 1 — "J— K*f&«-f 5 C i: , <1^7°p -b -y y 

CO 1 8 9] HAA^^Ux-^fi, (7-^±f) H 

IMtfrft <, 7p -fe >y y > f\i £ < ffrg 2 ft & I \> 
E<DMm<D 7p -tr XffttS £ ft 5 frfcftSf 5 fci&fc: 7 
p -fe -y HSflWd £ ft § c i: T- £ 3 0 /Dt-ytl 
S<J7tfffi£ 2 ft * fro ffi*© 7p -fe -y -9" tfMffl 

©^Xco&ffl;&*-777Xb<i:3i:-r3fr i £>bft&^ 



fr\ »fe^ft§(D^i/^fr§frttft*^o watesHift 
©{tfpo^oatti^t-v^^xb «t 3 fr«frt b 

[0190] ^--y^-r-tr— >3>h^>if^->3>fr 

y h^y+r'^iyH >j *5£^«©H:btf btf(Bi*'ptta& 
5fr> eft. b<d r- 7 yif ^ y a >ttnistctt u ^y* h u 
wic ^ b t v ^ fflcD h 5 y if * y 3 > fr $ ft t 

[0191] ^fflna, ^-y^^-tf-ysy^-^yx 

• h (S*7*-V>y b7T'(Mcl3lf%7 : 4i?$)]/y 

%cttfT*z, cKD^--y^y-tf-y 3 >^7'yx^ h 
a. . u # y r- u frmw b T it ft If * 6 * ^ t WfC a 

-y 3 yti, ? a ><omm*ffltet 

§ u 4?y* h u cd-^i* >j -y **-y 5-r-tf-y 3 y (x 

[0192] mfic^fci^tc, ^--y^yb'-ysy 

^-A^iJ^tiy" 'J v 9 

*-y 3 >+>--/ ^x«fflcD'9--A-efe ott 

aPi4--y ^y-b-y 3 yt-z^i^^ns 

[0193] ait- y^-r-tf-yayy— 

CQX-r-y7 , &HfTl"-5o 

;l/fr -b -y h 7 <y 7°^ ft % l ^Jf^, *-V7^f-^3y 
(ix5-T'*fe-r§ 0 ) 

• * \ ^;l/fr-fe -y h 7 -y 7*3 ftfcl&&, «P1 U ^ >* h U 
fc<i:oTS»7p-bX^||ff-ri.o (B»K:*li[bfc* 

• ssbWKT-fsfc, y'x^u -y y^y-t'-ys 

y 3 y%ift;ajL, S45fts-r-r^^;i/7— J'tbT 
co^— y^y-tr-ysy K+a^y hi:, r7b— Y 
-j fcLToauM— y^y-tf-ysy-y— a cfa^f 
^a) ^tt$a-r5o (7*u— v-A^ofr^fti^frxtt 

*-y5yb*-y3yf±x5-T-$s$7-f3o ) 

7>$V h y <DW) v ^^-Xa^ft^rSM b/c U 
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«^©7Xh;&||trf £> 0 Ctl<E>©TXMi*-y 

-y 3 >©»fffttf«ftJBIIII«^x v * U 
506nTV>5»ej&*— V v^-tf-fa h 'J X h 

*fi»y^t8 =fc?&X7-yy£-&tJo Vv^-t?— 

US^-x-yfU ^X7-K£goT<n3fftfr£Jto 

5 1$ £ffi© h 7 y*T 5 i/ a >*n'rt? 3 c i: 

v 7-r-tf->' 3 yy-- /^tt h =7 vft *s 3 y*. 

[0 19 4] Install transaction (7yXl — /I/ • h 

7>if ^->a » itvtfi/h y±-enfTRiiii*y7 h7 
g^-psso -flsw&y-xt&t^T, y*xx# • i) 

T*&& 0 ^tC-^&y-Xlcfct^T, 77h7x7 
fciu 'J 7xx* y #-y* h y #7>X r--;l/£ft3futc, 
S^'J ^xx£ l) h y ©7r7 /I/^XxAKa t!- 

• y ^7XX£«tr-/V\lnstall ^ >y -tr-^jM-Sc C 
©^-y-tr-^a, 7>X h-;I/£tiS7-^ Rft>*tii£ 

- Utf^hUtt, ftii<D^-7 p x>7'h7y-*f^>'3>' 
Xr>y7 s ^:||ff1"'i>o 

• y^xx^ti, V7 h7x7©/c&©7^y#;l/IP£ 

cKDSEwstcwrsvx* y r- y # y ?xx*ic& 

• y^xx^a, -rx^y^-yhyo^T*'; y^*-£ 

• y*xx*a\ iEW»^6<o*-*ffli>ry7h7x 

K£ y *xx*±T'ilS»-f 3o f-i7 73- KtfKHft 
J^6<0ftifi^xy^3-Kl:lWU*^«^, 7yx* 



u—yay- h7yif^->3>ttxv-T*^7-r5o 

(c(DXf->y7ti, a^OX^y7h^#tyy7 h7x 

• y ^ XX *ttS&tt?-x <y £X* y 7 h fcfe^T*^ 

*«isu ^np»^7*n--r§ 0 y7H7x7^y* 

• h^yf t ^v'3ytix5--e^7-r5o (coxf7 

7ti7^>y h7*-A©5^tt^^x-y^-r§ 0 ) 

• y^xx^{±7yx^u-i/3yx^y7htc^>T 

X) , h7>f7->3>ttX7-Tf7t5= 7yX^ 

« b$© y # s> h y iif^ ©-» i: l t y 7 h 7 x rzmn 

LTfett^7^-trXT*t*V^y^5/*hy{i:, HffRTlllft 

• 'J *y h 'J n->">777 7 ■> 3 >X 

-r-yT^HtTrSo 
[0 1 9 5] Uninstall transaction (7W>Xh- 

;b • h7>^y 3 y) a, y^hy^v7h7x 

h 7 x Tm\mzn%^xiz^mm%mm^<Dnm± 

©^±14^fflflL?f §©T\' C©X7-y7«SiJ»^n 
•U*xx*tt, Uninstall p< y-b— 
^tfHi^nSUninstall ttO^-^aX RXfCCDU- 

to 

h%^zsv7h<yx7(om.ww*wMt%o ) 

• y^xx^i, iEW#A^O*-*ffl^TV7h^x 

K*U^xx*±T*«»-r5o ^x-y*3-KA^SEW» 
3tP6©ftiif-xy^3-Ki:r?#Lai^«^, ^>X^ 
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(CCXr-yT^ «4©X*y7 , h£-3t?V7b7x 
•'J^x^tt, 77^77.^— >a> (MMBfi) 

If, *+»ftUV-*) . SKh5>-«f4'S/3>l4x5 
-■PUT**. 

• y #-7 h y imrnvtu-i/y? • h ^ * 3 > 

• Xr-yT^Ufff 5„ 

[0 19 6] 

BSE©***] fV5>*;b7-*(DEi|i&&tfteffl©9J» 
[03] *»W0#* U^**©»»K*^T, ^l/->" 

<y /^ca*g$nfc y ^7 h y >y 70-e& 

[0 4] 04© (a) ti, *fgB^©HSS©ff^tt5t/^T 
ffiffl* W#5 b7£"'J 77>7xA©g|jSgfliJ£7jVf 0T 
&£>o 04© (b) fi, ##gW<9||fi&©JgfgKfc^T$ 

[0 5] *%W©» $ U>Hfite©Jg&lC:fct,>T$JSStt 

[06] *fzm<vft&L^mi&<DBmici3^rmm2n 

[0 7] *»rc©ff$U^H*0»»0K3:/D'y*© 

[08] H 5 fc^tifefw ^;W-^(D^7r^ 
;l/bi'77 htcWrS!25E^y-**1-0T-feSo 
[09] 06K^£ftfc{i*©f^7£;l/7-7lc#t6 

lti^siEjS 7 y -©gp^^-r0T*s-5o 

[01 0] *KlH©5!«0JB!gfcfc^Tteffl£nS£i£ 



7n-y 7©f|?iJ^c*f-f 31^77 h*^t0T*& 
[011] t^<Ofr©d-7P'y SPRINT ffifflflt^Wt" 

5tEai7 y -T-fe y , sBKasy y -tfte/Hif ©&£*• 

a6£$ffl£*l30T*££>o 
[012] U^t»©«&K:fc^"Ctefl3£ 

n§ y #-7 h y ©/\- K7x7^S^©7n -y ^0T 
[01 3] *^©!ffiL^HSg©^c*5^Tffiffl^ 

n*y*^huo«fiiw (Haw) Mgso^P'^ 

0T'£3o 

[014] *»W©»$Lt^JSOJBj|Ucfelt5^fflai 
©S#fil 7n <y 7 0T-&&O 

[015] *»W<0»S LV^*StO»«|©ffifflfliXa© 

[01 6] *5ffli<D!ff£L^nM<DBmT°m7-£tiZZ. 

f'J^^ *>y hyxhf-x-y^SLDV^7*-v>Xf- 

[017] ii»h^7^77H7tc:}3tt5&y#:y"hy 
#01 6 tCTnLfcXr -y ZfZMmCyzT LtcikX\ 
W©jfftti>HSS©^k:*5V>Tllff$n5-b>y'73 7 
1ff8£&£: 7 a 7^^©Xf7 ~f*7r<t 7 p-^-v- 

[01 8] *«W©»SLt^HfiSO»IB-p^fT*n*«l: 
? » ±±ii©*- 7^ > 7*&tf * d - -7> 77. f -y 7£ 

P— bT^So 

[01 9] *ftm<D&£L^nm<D&M-vmft2nz& 
v v y ^S)-r§mc7*p-^n§e^7p h ^mc 

201 y h y 

30 1 i^l/-7yh^-M 
4 0 i 7y > h ->Xf A 

402 7y>^y^-»y 

4 03 7y>hr r >'WX 
4 1 0 v/l/^ftg^XxA 
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1102^ 
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9§te7K ^(50.001) 



U>7X(25.000) 



mum <mk) 



1103^ 

d - 7a - y $ 



1101 

d-7'o.;,? 



it*!? (ie»2) 



M&7h'UX(25, 001) 



L/V^X(25.00O) 



WMft cry v h MX) 



1105 



HKiff (12*4) 



m&7 KUX(75, 001) 



U>^X(25, 000) 
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1501 — Digital Work Rights: = i Rights*) 

1*0— Right : =* (Right-Code {Copy-Count} {Control-Spec) {Time-Spec [ 
{Access-Spec} {Fee-Spec}) 
1 503-* -Right-Code :- Render- C ode |Tran9port-C ode | File- Manage ment- 
Codel Derivative-Works- Code | Configuration-Code 
f 504 —Render-Code : = [ Play : (Player Player-ID} | Print: {Printer Printer-ID}] 
7505— Transport-Code := [Copy | Transfer | Loan {Remaining- Rights: 
Next-Set-of-RightsH{(Next.Copy-Rights:Next-Set-o£'Rights)} 

1506 — FUe-Management-Code : = Backup {Back-Up-Copy-Rights: 

Next-Set-of-Rights} | Restore | Delete | Folder 
| Directory (Name: Hide-Local | Hide-Remote} 
(Parts: Hide- Local | Hide-Remote} • 

1507— Derivative-Works-Code :== [Extract] Embed | EditfProcess: 

Process-CD}] {Next-Copy-Rights : 
Next-Set-of Rights) 

1508— -Configuration-Code := Install | Uninstall 

1509— Next-Set-of Rights := {(Add; Set-Of-Rights)J {(Delete: 
Set-Of-RighU)} {(Replace: Set-Of-Rights )}{(Keep: Set-Of-Rights )} 

1510— Copy-Count : = (Copiesrpoaitive-integer 1 0 1 Unlimited; 
1511 — -Control-Spec : = (Control: {Resectable | Unrestrictable) 

{Unchargeable | Chargeable}) 
1512— Time-Spec : = ({Fixed-Interval | Sliding- Interval | Meter-Time) 

Until: Expiration- Date) 

7573 — Fixed-interval : = From: Start-Time 

7574 — Sliding*Interval: = Interval: Use-Duration 

7 575*— Meter-Time: = Time-Remaining: Reraaining-Use 
7575— Access-Spec : = ({SC: Security-Class) {Authorization: Authorization- ID*} 

{Other-Authorization: Authorization-ID ») {Ticket: Ticket-ID}) | 
151 7— Fee-Spec: = {Scheduled-Discourit} Regular- Fee-Spec | Scheduled- Fee-Spec | I 

Markup-Spec j 
1518— Scheduled-Discount: = Scheduled- Discount: (Scheduled-Discourit: i 

■ 

(Time-Spec Percentage)') 
7579— Regular- Fee-Spec := ({Fee: (Incentive:} [Per- Use Spec) Metered-Rate- 

Spec | Best-Price-Spec | Call-For-Price-Spec) 
(Min: Money-Unit Per Time-Spec}{Max: 
Money-Unit Per: Time-Spec} To: Account- ID) 
7520— Per-Use-Spec: = Per-Uae: Money-unit 
7527— Metered- Rate-Spec := Metered: Money- Unit Per: Time-Spec 

7522 — Best. Price-Spec := Best-Price: Money-unit Max: Money-unit 

7523 — Call-For-Price-Spec := Call- For Price 

7524- wScheduled-Fee-Spec:= (Schedule: (Time-Spec Regular- Fee-Spec)* j 

7525 — Markup-Spec: = Markup: percentage To: Account- ID 
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